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IBM BUYS CLOUD 
COMPANY DEMANDTEC 

> IBM and DemandTec 
have reached an agreement 
to merge. IBM will acquire 
the San Mateo, Calif.,-based 
DemandTec for a cash pay- 
ment of $13.20 per share or 
about $440 million. Demand- 
Tec offers cloud-based ana- 
lytics apps and consulting 
services for retail and other 
industries. Its products and 
services are designed to help 
companies improve their mer- 
chandising, marketing, and 
planning efforts. IBM plans to 
fold DemandTec's capabili- 
ties into its Smarter Commerce 
initiative, which IBM identi- 
fies as a $20 billion market, to 




§ DemandTec 

develop more ways to deliver 
product information to con- 
sumers while they're making 
buying decisions. "Bringing 
science to the art of pricing and 
promotion is a big part of [the 
Smarter Commerce] strategy," 
said Craig Hayman, general 
manager of industry solutions 
for IBM, in a statement, "and 
the combination of Demand- 
Tec and IBM will help mar- 
keting and sales executives 
in retail and other industries 
drive more revenue and in- 
crease profitability." 



BEST BUY ACQUIRES IT 
OUTSOURCING BUSINESS 

> Early in January, Best Buy com- 
pleted its acquisition of the Wal- 
tham, Mass., -based mindSHIFT 
Technologies. This move will comple- 
ment the business support offerings 
Best Buy provides through its Geek 
Squad and Best Buy For Business 
brands. With an eye toward the lucra- 
tive MSP (managed service provider) 
market targeting SMBs, Best Buy 
will operate mindSHIFT "under its 



the acquisition of Merced, NICE will 
gain more than three dozen large 
clients, including Bank of America, 
BT, the Coca-Cola Company, and Mer- 
rill Lynch. 

SEAGATE NOW OWNS 
SAMSUNG'S HARD 
DRIVE BUSINESS 

> Seagate, a hard drive manufacturer 
and storage solutions provider, has 
completed its buyout of Samsung's 
hard disk drive business. Completing 




current name, management team, 
and capabilities," according to a com- 
pany press release. 

NICE TO BUY U.S. 
PERFORMANCE 
MANAGEMENT COMPANY 

> NICE, an Israeli workforce manage- 
ment company, recently announced 
its plans to buy the Redwood Shores, 
Calif.,-based Merced "for a total con- 
sideration of approximately $150 mil- 
lion and an additional $20 million 
in cash," according to a statement 
from NICE. With specialties in com- 
pliance recording and customer care 
systems, NICE has an impressive and 
lengthy client list that includes AIG, 
Cigna, Fiserv, and US Bank. With 



the transaction will involve bringing 
certain Samsung assets, infrastruc- 
ture, and employees under Seagate's 
wing in order to "drive scale and 
innovation," according to Seagate's 
press release on the matter. "The 
strategic relationship will open new 
opportunities for the two compa- 
nies by mutually complementing 
each other's creative technology so- 
lutions for a broad diversity of IT 
applications," said Oh-Hyun Kwon, 
vice chairman of device solutions of 
Samsung Electronics. Seagate, which 
says the buyout will expand its reach 
in Brazil, China, Germany, Russia, 
and Southeast Asia, puts the com- 
bined value of the acquisition near 
$1.4 billion. 



ERICSSON GROUP GROWS WITH TELCORDIA ACQUISITION 

Ercisson Group, with a stated vision of being "the prime driver in an all- 
communicating world," has expanded its workforce by 2,600 employees with 
its $1.15 billion acquisition of Telcordia Technologies. Based in Piscataway, 
N.J., Telcordia offers OSS (operations support systems) /BSS (business support 
systems) products for a variety of large-scale industries, including health care 
and financial services. According to Ericsson, Telecordia will be fully inte- 
grated into Ericsson in a series of phases throughout 2012. 
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PATENT HOLDING COMPANY BUYS 4G PIONEER 

> Patent holding company Acacia Research, based in Newport Beach, Calif., has 
purchased the Dallas-based company Adaptix for $160 million. Founded in 2000, 
Broadstorm was responsible for developing some of the early technology upon 
which today's 4G wireless broadband technologies are based. Broadcom became 
Adaptix and continued in the area of 4G development. Now, said Acacia CEO Paul 
Ryan in a statement, " Acacia's acquisition provides our shareholders with a great 
opportunity to participate in the worldwide growth of 4G wireless technologies as 
Acacia continues to expand its patent licensing business." 



APPLE CONFIRMS ANOBIT 
ACQUISITION 

> With the $390 million buyout of 
Anobit Technologies, Apple has con- 
tinued its ongoing series of rela- 
tively small acquisitions. Based in 
Israel, Anobit manufactures the flash 
memory component Apple uses for 
its iPhone devices. In addition to the 
manufacturing capabilities it gained 
from the deal, Apple gained a work- 
force of engineers. Aside from con- 
firming the acquisition, an Apple 
spokesperson did not comment on 
any other details of the acquisition. 

GMAIL GETS MORE BUSINESS 
MANAGEMENT FEATURES 

> After acquiring Postini, an email 
security and compliance company, in 
2007, Google began incorporating 
some Postini features into its own 
email service in 2011. Google recently 
rolled out another set of Postini-related 
features for Google Apps customers 
using Gmail, mainly focused on im- 
proving compliance control and email 
traffic management. System admins 
will be able to manage the new fea- 
tures within the Google Apps con- 
trol panel. Admins can, for example, 
customize settings based on user 
types and manage footers. As part of 
this rollout, GMS (Google Message 
Security) will no longer be needed 
or offered. In other Google news, the 
company recently got a boost from 
State of Utah, which announced plans 
to convert its productivity programs 
to Google Apps for Government, and 
(in Google's largest enterprise deal 
to date) a contract from Banco Bilbao 
Vizcaya Argentaria, a Spanish bank 



with approximately 110,000 workers 
around the world. 

INTEL & MOTOROLA MOBILITY 
STRIKE A SMARTPHONE DEAL 

Intel and Motorola Mobility have 
cemented a deal that will put both 
Intel's mobile processor technology 
and Motorola's device manufacturing 
expertise on a fast track to market. The 
two companies will work together as 
part of a multiyear relationship that 
will result in numerous new Motorola 
smartphones and tablets using Intel's 
Atom processors and running the 
Android platform. "Our long-term 
relationship with Motorola Mobility 
will help accelerate Intel architecture 
into new mobile market segments," 
said Paul Otellini, president and CEO 
of Intel, in a statement. Sanjay Jha, 
chairman and CEO of Motorola Mo- 
bility, added, "With Android as the 
leading smartphone OS globally and 
advancements in computing tech- 
nology we see tremendous opportu- 
nity for the con- 
verged devices 
market." 



HP ADDS BOX 
STORAGE TO SELECT 
PC MODELS 

> HP has worked out a deal 
with online storage company 
Box to bring Box's cloud- 
based content-sharing plat- 
form to HP Compaq 6200 and 
6005 Pro Series PCs and HP 



box 



Compaq 8200 Elite Series PCs. 
"Box and HP are focused on 
helping redefine the way or- 
ganizations manage and share 
information in the cloud," 
said Box CEO Aaron Levie 
in a statement. "Together, we 
can empower the next gen- 
eration of knowledge work- 
ers." According to Box, more 
than 100,000 companies use 
its service, to which Box has 
recently added security, man- 
agement, and other IT- 
friendly features. 




Intel and Motorola Mobility have teamed 
up for the development of multiple new 
smartphones and tablets as part of a 
multiyear deal. 

) 
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STARTUPS 



LITHIUM 
TECHNOLOGIES 
NETS $53.4 MILLION 
FOR SOCIAL 
SOFTWARE EFFORT 

Lithium Technologies (www 
.lithium.com ), a provider of so- 
cial CRM software for busi- 
nesses, has $53.4 million in 
Series D funding. The com- 
pany, whose offerings include 
a suite of integrated tools for 
monitoring, hosting, and man- 
aging social communica- 
tions, stated it will use 
the funds to increase 
sales and marketing 
investments in new 
and existing areas, as 
well as invest in engi- 
neering, new product 
development, and 
service delivery for 
current customers. 
NEA (New Enterprise 
Associates) led the 
funding, which in- 
cluded participation 
from SAP Ventures. In 
a statement, Lithium an- 
nounced NEA's Pete 
Sonsini will join Lith- 
ium's board of directors. 



CLOUDON'S DOCUMENT-BASED 
APP PROVES TOO POPULAR 

The Silicon Valley-based startup 
CloudOn ( site.cloudon.com ) recently 
launched a free self-named app in 
Apple's App Store for the iPad that 
enables owners to create, review, 
and edit Microsoft Word, Excel, and 
PowerPoint documents. The app also 
integrates with Dropbox to let users 




CloudOn's recently released app enables users to work with Microsoft 
Office documents on their iPads. 



Lith- 
ium president and CEO Rob 
Tarkoff stated, "It's clear that 
brands will continue to go 
social in an even bigger way 
in 2012 and beyond. It's equal- 
ly clear that Lithium is incred- 
ibly well positioned to drive 
this transformation." 



save files to a Dropbox account. Due 
to the tremendous number of initial 
downloads, CloudOn had to take the 
app down. Shortly after, however, it 
relaunched the app and now has a 
Status Page available to indicate the 
app's download availability. 



OUTBOX RAISES 
MILLIONS FOR DIGITAL 
POSTAL SERVICE BUSINESS 

Austin-based Outbox, a startup yet 
to launch a website at press time, has 
reportedly raised $2.2 million in seed 
funding for its business, which aims 
to digitize traditional postal mail and 
deliver it to users' tablets. Silicon Valley 
venture capital firm Floodgate Fund 
led the investment effort for Outbox, 
which Harvard Business School grad- 
uates Evan Baehr and Will Davis are 
heading up. Statesman.com reported 
that Outbox's service will accumulate 
users' mail at the post office, open and 
scan it, and then store the mail in a 
digital mailbox, all for free. Revenue 
would be raised via ad support. The 
recent funding will go toward hiring 
employees and finishing product devel- 
opment. Reportedly, Outbox will begin 
testing the service this spring. 

MAXYMISER ATTRACTS $12 
MILLION IN SERIES B FUNDING 

>- Maxymiser ( www.maxymiser.com ), a 
provider of multivariate testing, per- 
sonalization, and optimization products 
aimed at helping businesses improve 
their ecommerce efforts, recently ob- 
tained $12 million in new investments 
from Investor Growth Capital and its 
Series A investors. The company's solu- 
tions combine online testing and au- 
tomated personalization elements into 
a platform that helps marketers make 
appropriate changes to their websites. 
The company stated it plans to continue 
enhancing and broadening its opti- 
mization solutions, as well as release 
enhanced user interfaces, including a 
visual campaign builder. 



SUVOLTA ACQUIRES $17.6 MILLION FOR CHIP TECHNOLOGY 

SuVolta ( www.suvolta.com ), the California-based developer of a low-power IC (inte- 
grated circuit) technology called PowerShrink, secured $17.6 million in venture funds 
recently. PowerShrink is touted as being able to cut a chip's power consumption by 50 
to 90% without "sacrificing performance, losing functionality, or having to migrate to 
a more advanced — and costly — semiconductor process node." Fujitsu Semiconductor 
Limited serves as a development and licensee partner to SuVolta, which states that its 
technology can "cut in half the active power consumption of 65nm process technolo- 
gies as well as reduce leakage power consumption by 5X or more." 
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STATS 



HTML5 IS 
ON THE RISE 

>■ On the full-sized 
Web — that is, sites you 
visit using a browser on 
a desktop computer — 
the videos, slideshows, 
and animations that 
you encounter often 
have been created using 
Adobe Flash. Flash is a 
non-starter on mobile 
devices, however, and in 
November 2011, Adobe 
halted mobile Flash de- 
velopment. That brings us 
to HTML5, which Apple 
and other developers 
have heralded as the op- 
tion of choice for similar 
video and animation on 
mobile devices. With 
mobile Flash out of the 
picture, HTML5 is be- 
coming "a hyper-growth 
technology/' according 
to Strategy Analytics. A 
recent report from the re- 
search company indicates 
that 1 billion smartphones 
with HTML5 will be sold 
worldwide by 2013. 



GLOBAL PC SHIPMENTS 
INCREASE SLIGHTLY 

> Comparing Q4 2010 with Q4 2011, 
the research company Gartner found 
a 1.4% decline in worldwide PC ship- 
ments. Gartner analysts cited a combi- 
nation of reduced consumer demand 
and increased prices (due in part to 
hard drive shortages following October 
floods in Thailand) as probable reasons 
for the decline in sales. Year over year, 
however, global PC shipments were 
up in 2011, albeit slightly; here, Gartner 
reported a 0.5% increase in sales. 

YOUR APPS & 
YOUR CUSTOMERS 

>* If you're in the business of devel- 
oping smartphone and tablet apps 
for your customers, keep in mind the 
latest findings from Nielsen about cus- 
tomer satisfaction (or dissatisfaction) 
with mobile apps. In general, 51% of the 
consumers Nielsen surveyed said they 



don't mind advertising on apps as long 
as they can access content for free. 

LTE TO SURGE, 

BUT HAS A LONG WAY TO GO 

V LTE (Long Term Evolution) is the 4G 
wireless technology that carriers have 
been building into their networks in 
earnest since 2010. Unheard of on con- 
sumer devices only months ago, LTE 
support is now making its way into 
an increasing number of tablets and 
smartphones (and even some laptops) 
sold in the U.S., and LTE is now poised 
for major growth. According to Juniper 
Research, revenues from LTE networks 
worldwide will exceed $265 billion by 
2016. Juniper says that high-end enter- 
prise users and other high-traffic sub- 
scribers (such as those who frequently 
use email, Web browser, and video 
applications) in North America and 
Western Europe will drive the early 
success of LTE. 



HOW B2B MARKETERS USE SOCIAL MEDIA 

> Since 2006, Sagefrog Marketing Group has been checking in with B2B mar- 
keting and management professionals to find out about their tactics and plans. 
According to the most recent Sagefrog 



report, from August 2011, 40% of 
those surveyed said their companies 
will increase their marketing budget 
in 2012. Those surveyed plan to use 
a variety of social media tactics, but 
blogs and social networks still top the 
list of preferred tactics with 34% and 
66%, respectively. Here is a break- 
down of the B2B sites they plan to use: 



58% 




» Wi-Fi vs Cellular Adoption 



§ Spring 2011 




Spring 2011 
S Fall 2011 
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TABLET USERS TURNING TO WI-FI 

> According to a recent report from 
Connected Intelligence, an analysis branch 
of The NPD Group, tablet users showed a 
greater reliance on Wi-Fi connectivity rel- 
ative to cellular connectivity as 2011 pro- 
gressed. Taking survey results from April 
and October of 2011, Connected Intelligence 
found that about 65% of tablet users chose 
Wi-Fi as the primary means of connecting to 
the Internet in October compared to about 
60% in April. That puts current usage on par 
with how laptop users connect. 
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Data 

As A Service 



DaaS Grows With The Cloud 



As the cloud's 
lifeline shifts from early 
evolution to business 
revolution, the question 
is no longer if businesses 
are using cloud services, 
but how they're using them. 



Key 
Points 



DaaS (data as a 
service) is riding 
technology's coattails 
to provide faster, more 
efficient access to data 
across a wide range of 
needs and disciplines. 



DaaS provides not only 
face challenges of provid- 
ing clean, targeted data, but 
also of educating potential 
customers about the value 
of the data and its delivery 
mechanism. 



Granularity and other 
improvements that 
boost the value of 
data delivery services 
will continue to ex- 
pand the use and 
popularity of DaaS. 



Although most businesses 
can benefit from DaaS, cer- 
tain business with specific 
obligations around data 
need to be acutely aware of 
the circumstances around 
data delivery models. 
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Data, in particular, remains 
as valuable in the enter- 
prise as it always was, but 
providers are discovering more 
unique and useful ways to deliver it 
through a service model. DaaS (data 
as a service) is not a new concept, but 
the cloud's booming popularity is 
helping to improve the DaaS model 
to aid enterprises in their endless 
quest for business advantage. 

"DaaS has changed with the amount 
of computing power available, either 
in the cloud or on premise/' says Scott 
Robinson, director of global data prod- 
ucts at Pitney Bowes Business Insight 
( www.pbinsight.com ). "Computing is in- 
expensive and abundant, so as a raw 
material for DaaS, its availability has 
allowed data providers to make their 
assets readily available in on-demand 
environments." 

The premise behind DaaS is su- 
premely logical in the larger picture 
of other cloud-driven services, such as 
computing, applications, infrastructure, 
and storage. If customers are turning to 
cloud services to satisfy those needs, it 
makes sense that busi- 
nesses would also turn 
to the cloud to access 
data — such as census, 
geographical, or risk- 
based data — that other- 
wise is difficult to locate, 
download, host, or even 
analyze. Although 
DaaS has been available 
for years, changes are 
helping it to approach 
the popularity of its 
cloud counterparts, in- 
cluding those with more 
familiar initials such as 
SaaS (software as a ser- 
vice) and IaaS (infra- 
structure as a service). 

STEADY CHANGE 

According to Chad 
Klopfenstein, senior con- 
sultant, SWC Technology 
Partners ( www.swc.com ), 
changes in the DaaS 



model have been evolutionary for quite 
some time. In fact, the last revolutionary 
change he recalls occurred in the 1990s 
when he was working for an academic 
library. A CD-ROM catalog vendor that 
used to send 30-disc packages sent a 
package containing only one disc — but 
the disc included instructions detailing 
how to connect to the vendor's online 
resources. 

"Recently, DaaS has been 
evolving in the direction of broad- 
ening the population of both pro- 
ducers and consumers. For many 
years, DaaS was often seen as most 
valuable to organizations needing 
access to massive amounts of statis- 
tical or demographic data. The com- 
panies selling that data were strictly 
data vendors, charging exorbitant 
prices for a deluge of data. Slowly, 
we are seeing that model change," 
Klopfenstein says. 

For example, he notes that data mar- 
kets now serve as a resource for smaller 
or less-specialized companies looking 
to realize the benefits of data in the 
cloud. Businesses with useful data can 
monetize it without signifi- 
cantly shifting the focus of 
their core business, he says, 
while businesses with very 
specific data requirements 
now have a place to shop 
around, where providers 
have already performed 
the work of collecting and 
cleaning the data. Further, 
he notes that companies 
can now be more selective 
about what they acquire — 
in other words, they can 
pay for only the data they 
want. 

"Regardless of whether 
you are a data producer or 
consumer, new channels 
are becoming more and 
more available that provide 
the right amount of service 
for any sized dataset or or- 
ganization. Organizations 
are finding it simpler to 
find the amount of data 



» Putting Data To Work 

In an age where information is king, 
today's businesses increasingly seek 
solutions that can deliver targeted data 
at a moment's notice. A successful 
example of DaaS revolves around map- 
ping and GIS (geographic information 
system) data, which various companies 
can use to improve their business pro- 
cesses and gain tactical advantages. 
Scott Robinson, director of global data 
products at Pitney Bowes Business 
Insight, sheds light on the types of 
companies that can use such services. 

Insurance companies that want to 
underwrite accurately and that use 
risk data (e.g., hurricane, wind, wild- 
fire, flood, and tornadoes) to precisely 
rate risk for a specific address and/or 
geographic area. 

Retailers that want to open loca- 
tions in international markets. For 
example, they might want to know 
the demographic profile of Monterrey, 
Mexico, or they might want to gather 
business location, competitor, and 
traffic data for the UK. 

Local governments might be inter- 
ested in accessing parcel boundary data 
to compare market versus assessed 
land values in determining property tax. 



they need for a price that reflects what 
they actually use," Klopfenstein ex- 
plains. 

MEETING THE DATA DEMAND 

Innovations in networking, 
storage, and processing speed have 
helped to create a nearly insatiable 
demand for data that can be used 
to help further business goals. For 
DaaS providers, this demand heaps 
a virtual ton of challenges upon their 
shoulders as they attempt to deliver 
data quickly and accurately. Shion 
Deysarkar, CEO and founder of 
Datafiniti ( www.datafi niti.net ), explains 
that data storage, maintenance, and 
deliverability all represent huge chal- 
lenges for DaaS providers as data 
volume expands and data consumers' 




Chad Klopfenstein 

senior consultant, SWC 
Technology Partners 

"With so much com- 
petition, successful 
DaaS products have 
to be marketed just 
as well as they need 

to be technically 
architected. For some 
companies that have 
relied mostly on their 
technical expertise, 
this can be a difficult 
hurdle to get over. 
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Shion Deysarkar 

CEO and founder, 
Datafiniti 



"DaaS levels 
the playing field 
when it comes 
to analytics and 

processing 
capabilities for 
businesses." 



rising expectations 
further compounds 
those challenges. 

"It's not enough to 
deliver a bulk data 
set," Deysarkar says. 
"It has to be seg- 
mented to the exact 
specifications of 
the customer. New 
'big data' technolo- 
gies are helping data 
providers meet this 
demand; even these 
require a lot of work 
to meet expectations. 
Our team, for ex- 
ample, has invested a 
lot of time in building 
a fully searchable da- 
tabase of business in- 
formation by taking 
open source technologies and fitting 
them to our exact needs." 

DaaS providers also face in- 
creasing challenges as all things 
cloud-related continue to prolif- 
erate, as locating customers that 
can use their data can seem akin to 
finding needles in a mountain-sized 
haystack. Vince Plaza, vice presi- 
dent of information technology at 
TeamLogic IT ( www.teamlogicit.com ) , 
says it can be difficult to find target 
customers and educate them on the 
value that the provider's data can 
bring to the business. 

"The other challenge is to make 
customers comfortable that the data 
[providers] are providing is 'good/ 
Convincing the customer to invest in 
the development necessary to inte- 
grate the DaaS into existing tools or 
to use the provider's tools are [also] 
challenges," Plaza says. 

EXPANDING POTENTIAL 

There's no doubt that today's 
businesses treasure data that can 
improve their market knowledge or 
add value to existing or future of- 
ferings. According to Klopfenstein, 
an increasing number of businesses 
will be able to find this data as DaaS 




Vince Plaza 

vice president of 
information technology, 
TeamLogic IT 

"The technology 
behind the delivery 
of DaaS has moved 

forward, allowing 
for better adoption 

in the enterprise." 




Scott Robinson 

director of global data 
products, Pitney Bowes 
Business-Insight 



"Users can access 
very complex infor- 
mation that is critical 
to business processes 

in a matter of 
seconds, on demand." 



solutions become more granular. This 
granularity and other advancements 
that ease DaaS use and integration 
will help to expand the potential cus- 
tomer base for DaaS providers. 

"Easy access to real-time data is 
critical for managing a business, 
and the best businesses use it to 
create competitive advantages," 
Deysarkar says. "Using DaaS, mar- 
keters can identify opportunities 
and develop prospect lists on the 
fly. Researchers now have access 
to volumes of data with a query of 
a database instead of conducting 
months of custom research to col- 
lect the appropriate information. 
Security and risk departments can 
use DaaS to track and create models 
of the optimum and riskiest cus- 
tomers and offer the appropriate 
products and processes for pro- 
viding their services." 

Klopfenstein acknowledges that 
practically any business that has 
customers or vendors could ben- 
efit from DaaS, assuming that most 
commonly consumable data will be- 
come easily available in the coming 
years. However, he adds that DaaS 
isn't necessarily a good fit for all busi- 
nesses. For example, companies with 



specific regulatory or 
contractual obligations 
surrounding their data 
need to be intimately 
aware of the nature of 
data flowing into and 
out of their systems. 

"Certainly, any mis- 
sion-critical system that 
relies on an external 
data provider has the 
potential for a disas- 
trous point of failure. I 
have had many conver- 
sations with potential 
clients who are excited 
about a cloud-based ap- 
proach to one thing or 
another until we start 
talking about potential 
outages and disaster 
recovery schemes. 
If a business will cease to function 
without a certain data feed, relying 
on the stability of an external pro- 
vider can be risky," he says. 

LOOKING AHEAD 

From the perspective of 
TeamLogic IT's Plaza, current "hot" 
cloud services such as SaaS and IaaS 
will continue to be the primary at- 
tractions for businesses in the near 
future, though he suggests that focus 
could change in the next three to 
five years. Looking ahead, it's diffi- 
cult to predict exactly how the DaaS 
market will evolve, as Klopfenstein 
notes that there's no way to provide 
an accurate valuation of one dataset 
against another. 

"Definitions of data completeness, 
quality, or cleanliness are all based 
on assumptions that both producers 
and consumers bring to the table," 
Klopfenstein says. "With no way to 
establish a fair-market value for a 
specific service offering a specific set 
of data, it feels a little like the Wild 
West out there. When the dust settles, 
data will cost what people will pay. 
Until then, I wonder how new pro- 
ducers and consumers will evaluate a 
dataset's value." 
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Protect Your 
Company's Data 



The Facts About Data Breaches 



It's unlikely that you would 
leave your business's doors un- 
locked when you leave for the 
night, right? So why wouldn't you 
do everything possible to protect 
your data? Leaving it vulnerable is 
worse than leaving your petty cash 
and physical files out to be pilfered. 
But there are ways to prevent data 
breaches from happening. 

As the name suggests, a data 
breach refers to the unintentional 
exposure of private or sensitive in- 
formation to someone who's not sup- 
posed to see it. It can be the result of 
a malicious hack by an individual or 



organized crime ring, or it can be the 
product of simple carelessness, such 
as an employee tossing out a data CD 
without destroying it first. 

The risk of a data breach is well 
known. According to figures com- 
piled by Seattle-based Datacastle 
( www.datacastlecorp.com ) , the average 
cost of a data breach in 2010 was $7.2 
million, working out to about $214 
for every record breached. 

KEEP DATA SAFE 

How can you keep your data safe? 
There are a lot of ways, many of 
which have to do with using common 



sense. A good starting point is to take 
stock of your data and what is critical 
to your operations. 

"The first step every business 
needs to take to protect themselves 
from data breaches is to sit down 
and determine what 'critical informa- 
tion' means for their business," says 
Elizabeth Ireland, vice president of 
marketing at nCircle ( www.ncircle.com ) 
in San Francisco. 

John L. Nicholson, an attorney with 
Pillsbury Winthrop Shaw Pittman law 
firm in Washington, D.C, outlines the 
four general categories of critical data. 
The first is credit card data, for which 



Key 
Points 



The average cost of a 
data breach in 201 
was $7.2 million. 



Companies should 
identify data that needs 
priority protection. 



Employees should be 
trained on how to protect 
sensitive data. 



Most states have laws 
regarding preventing and 
reporting data breaches. 
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a company must comply with the 
Payment Card Industry Data Security 
Standard. The second category in- 
cludes data covered by data breach 
notification laws, which exist in most 
states and address personal informa- 
tion, such as bank account or driver's 
license numbers, in electronic form. 
'These laws are intended to help pre- 
vent identity theft," says Nicholson. 
"Some state laws also cover informa- 
tion on paper, and some cover med- 
ical information, as well." 

The third category is medical data. 
If your company is covered by the 
Health Insurance Portability and 
Accountability Act (HIPAA) or the 
HITECH Act, there are specific re- 
quirements for protecting certain in- 
formation and reporting breaches. 

The final category involves non- 
financial, non-health related informa- 
tion such as user IDs, passwords, and 
email addresses. For some smaller 
businesses, such as those that de- 
velop games or software for social 
media sites — where users purchase 
virtual goods and spend money — a 
breach of a user ID/password com- 
bination can hurt customers because 
all of their virtual goods could be 
sold off, according to Nicholson. "For 
others, the information about users 



could be used to make phishing at- 
tacks more accurate and convincing," 
he explains. 

Identifying where your data fits 
in those categories can help prevent 
data breaches and equip you to re- 
spond if and when a breach occurs. 

"Content management and knowl- 
edge management systems often fa- 
cilitate data classification," says Joe 
Gottlieb, president and CEO of San 
Francisco-based Sensage ( www.sensage 
.com ). "Data loss prevention and en- 
cryption efforts often lead to a better 
understanding of and cataloging of 
data relative to breach risk and sensi- 
tivity. Also, known revenue produc- 
tion servers are typically isolated for 
extra security precautions." 

James McMurry, a CEO of Ful- 
lerton, Calif.-based Milton Security 
Group ( www.miltonsecurity.com ), ad- 
vises creating a list of every category 
of vital information and where it's 
stored. "This allows businesses to 
evaluate data storage that is many 
times forgotten," he says. "Email 
communication internally to the com- 
pany is one area that some firms do 
not think is high on the priority list, 
yet it is used to send critical docu- 
ments with data that is considered 
high priority." 



TRAINING IS IMPORTANT 

After you identify data that is cru- 
cial to your company, youTl want to 
train your employees to protect that 
data and to recognize and handle any 
sensitive data. 

"For those of us who live every 
day in data security, this is a matter 
of reflex, but most employees who 
are trying to add a new employee 
to payroll, [signing] an agreement 
with a partner, or working with 
consumer data are just trying to do 
their jobs," says Gunter Ollmann, 
vice president of research at 
Atlanta-based Damballa ( www.dam 
balla.com ). "Most are blissfully un- 
aware of the risks of mistreating 
that data. The first order of business 
is to adequately train employees to 
identify and handle sensitive infor- 
mation and, just as importantly, the 
risks of mishandling it." 

This task is complicated by the 
fact that some employees see secu- 
rity training as an obligation. As the 
owner, you need to impress on your 
employees that a data breach can 
mean the end of the company and, 
therefore, their jobs. 

"As employees have access to an 
ever increasing range of devices capable 
of storing large amounts of data, they 




Elizabeth Ireland 

vice president of mar- 
keting, nCircle 



"Sit down and 
determine what 
'critical information' 
means for 
(your) business." 




James McMurry 

CEO, Milton Security 
Group 



"Email is used to 
send critical 

documents with 
data that is 

considered high 
priority." 




Joe Gottlieb 

president and CEO, 
Sensage 



"Data loss 
prevention and 
encryption efforts 
often lead to a 
better understanding 
of data." 




Gunter Ollmann 

vice president of 
research, Damballa 



"Adequately 
train employees 
to identify 
and handle 

sensitive 
information." 



Vince Schiavo 

CEO, DeviceLock 



"Trusted insiders 
can sit down at a 
laptop and transfer 
whatever information 
they have access to on 
that workstation to 
their iPhone." 
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become custodians of potentially vast 
amounts of sensitive information/' says 
Ollmann. "The kind of awareness and 
training that was acceptable five years 
ago is simply not sufficient when it's 
possible to carry terabytes of storage 
around in someone's briefcase/' 

The portability of data is another 
significant factor in your exposure to 
a data breach. Figures from Datacastle 
indicate that laptops, especially, are 
a central part of data breach risk. 
Consider that more than half of laptop 
thefts or losses result in data breaches; 
one out of 10 laptops will eventually 
be lost or stolen; and only 8% of cor- 
porate laptop data is ever backed up 
to a corporate server. 

Therefore it is important to in- 
struct employees on the importance 
of diligence, not just in doing reg- 
ular backups of their data, but by 
also avoiding classic scenarios that 
almost inevitably lead to theft, such 
as leaving a laptop on a car seat. And 
if clients, vendors, or others have ac- 
cess to your data, make sure that you 
protect anything sensitive with pass- 
words, restricted administrative ac- 
cess, or perhaps encryption. 

"What many organizations still 
seem to overlook is that in spite of 
their very sophisticated and extensive 
perimeter security barriers, trusted 
insiders can still walk right in the 
front door and sit down at a laptop 
or desktop computer somewhere in 
the organization and transfer what- 
ever information they have access to 
on that workstation to their iPhone, 
iPad, USB stick, or other easily por- 
table and concealable mobile de- 
vice," says Vince Schiavo, CEO of 
San Ramon, Calif.-based DeviceLock 
( www.devicelock.com ), which makes 
data loss prevention software. 

"This opens up the enterprise to 
huge risks of data leakage, both via 
intentional malicious theft and via un- 
intentional or inadvertent transfer of 
private information from the endpoint 
device to a mobile device, which can 
easily leave the workplace and release 
that information into the wild." 



TOOLS TO PROTECT used in various combinations, they 

YOUR DATA can provide a strong line of defense. 

Aside from encouraging best And if a breach does occur? You 

safety practices among employees should have a plan in place that you 

and others who have contact with can turn to quickly to ensure damage 

your data, there are numerous tech- is minimal. Many states have laws that 

nologies that can lessen the chances require you to immediately inform af- 

of you experiencing a data breach. fected customers of what personal data 

Although there's no single solution has been compromised. The future of 

that will cover all your needs in this your company might depend on doing 

area, a combination this quickly and accu- 

of tools can provide rately, and also being 

strong protection. available to answer 

Among the tech- Consider that questions, 
nologies that can work fllorG than half of Should your corn- 
in tandem to prevent pany experiences a data 

a data breach are ere. laptop tnetts or breach/ 

you'll also need 

walls, antivirus soft- I0SS6S TeSlllt in to notify the financial 

ware, and anti-spam ^ breaches; One institutions handle 
programs. Going a step your credit card and 

beyond those basic so- Ollt Oi 10 laptops other transactions, as 
lutions are intrusion will eventually we ^ as y our company's 
prevention software to ^ lost Of Stolen* attorne y so tnat you're 
monitor network traffic; 11 ' aware of any potential 

network access control and Only 8 /o liability that can stem 

to grant or deny access of Corporate ^ rom ^ e breach, 

to devices connected to j { {g ^ McMurry recom- 

your network; and even 111 mends establishing 

IP blacklists of mali- backed Up to a 

a first response team 

cious IP addresses and Corporate Server. tn at is made up of a 
whitelists of safe IP ad- company-wide deci- 

dresses. sion maker, a member 

One final option for of the technical staff, 

protecting your company is one of a customer relations person, and one 
the most old-fashioned: purchasing person from each data group, 
insurance. Cyber liability insurance When a data breach occurs, the 

is a growing area of coverage that first response team will deploy 
can protect your company against and investigate what information 
lawsuits resulting from a data breach. was breached. It will secure the af- 
Nicholson advises shopping fected systems to prevent continued 
around before purchasing cyber li- breaches and review interconnected 
ability insurance. systems to ensure the data breach 

"Unlike typical general liability hasn't progressed further. Then, the 
insurance, the offerings for cyber li- team will contact the authorities as 
ability insurance vary significantly required by law and keep records of 
from company to company in all steps in assessing damage and the 
terms of coverage and exclusions," results of those steps. 
Nicholson says. "This is an area "The key to protecting yourself in 

where companies need an expert to the event of an attack is preparation, 
evaluate their current coverage, if including developing and rehearsing 
any, and competing offerings from a data breach response process," says 
insurance carriers." Gottlieb. "This will force you to con- 

None of these options by them- front the significant requirements for 
selves will prevent a data breach, but proper preparation." 
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IMilton 

1 SECURITY GROUP 



Help Your IT Department 
Fight Security Threats 



Advice From Milton Security Group 



As budgets continue to 
tighten, companies are on 
the lookout for new ways to 
reduce expenses. Some companies 
may see security as a good place to 
cut costs based on history or com- 
pany size, but with fewer employees 
and resources in place, security 
threats pose an even greater danger. 

"Most — if not all — firms believe 
that a breach won't happen to them, 
or that they are so small that there 
is nothing of value to an attacker/' 
says James McMurry, president and 
CEO of Milton Security Group ( www 
.miltonsecurity.com ). "Most small busi- 
nesses and some midsize firms stick 
to the belief that they are well pro- 
tected because it has not happened 
to them yet. Sooner or later, every 
firm will be touched by the real and 
growing threats." 

According to McMurry, security is 
one place where companies shouldn't 
cut back. Instead, they should find new 
ways to prepare for possible security 
threats to prevent damage, data loss, 
and higher security costs in the future. 

UNDERSTAND THE THREATS 

The first and most important step 
in stopping security threats is to fully 
understand them. "Education and 
knowledge seem to be the largest 
issues in the SMB market," says 
McMurry. "Business owners and 
managers don't fully recognize the 
potential threats that exist and take 
steps to mitigate them." 



McMurry says that 
companies must rec- 
ognize botnets, key 
logging viruses, and 
other types of threats 
and teach employees 
how to avoid them. In 
many cases, a virus can 
gain access to a com- 
pany's network, and 
eventually its internal 
resources, through a 
single computer. If your 
entire workforce can 
spot the telltale signs 
of a potential threat, it 
will be able to stop the 
threat at its source. 




James McMurry 

president and CEO, 
Milton Security Group 



KNOW HOW TO 
STOP THEM 

According to McMurry, 
companies should take a layered ap- 
proach to security and combine the 
features of multiple solutions to fully 
protect data and other assets. He rec- 
ommends starting with a firewall that 
determines "what is and what is not 
allowed into your network" as well as 
an anti-virus program with an extensive 
threat database. 

Encryption is the next consideration. 
McMurry says companies should ini- 
tiate full disk encryption on all media, 
put tight restrictions on email, and en- 
crypt all email traffic. And to prevent 
potential user error from employees, 
companies should remove local ad- 
ministrator privileges from computers 



"Without any security 
in place, you are wide 
open. Here is an anal- 
ogy: How often do you 
leave your car parked 
with the keys in it and 
the doors unlocked? 
Sooner or later that car 
is not going to be there 
when you get back!' 



so employees can't install 
applications. 

McMurry says that com- 
panies should always have 
"fully patched operating 
systems" because they 
have a few built-in security 
measures and general fixes. 
A NAC (Network Access 
Control) system is also im- 
portant to see who is on the 
network and where those 
connections are coming 
from. And if your com- 
pany regularly does online 
banking, McMurry rec- 
ommends "booting from 
a bootable CD with Linux 
distribution" so your ac- 
counts are "isolated from 
potential threats." 



ACT NOW, PREPARE 
FOR THE FUTURE 

The key to securing your company is 
to always be forward-thinking and on 
the lookout for new threats. Constant 
education is necessary to ensure your 
company is prepared for the worst, and 
taking advantage of the newest secu- 
rity solutions will help keep your com- 
pany safe. "Failure to mitigate risks now 
means spending even more money later 
on, or loss of the business itself," says 
McMurry. "The real ROI for security is 
preservation of the business itself." It's 
important to invest in long-term solu- 
tions early on, so there will be more 
peace of mind in the future. • 
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Bolster Your ™ 
Cloud Defenses 

How To Prevent Cloud Security Holes 



You might expect sunshine to 
poke through holes in a cloud 
in the sky. But it's a far darker 
situation when dealing with cloud 
services in the enterprise, where 
holes can allow devastating breaches 
of data and privacy. Although cloud 
providers continue to boost security, 
adopters of these services nonetheless 
need to be aware of potential security 
holes and how to prevent them. 

The intrinsic nature of the cloud 
gives way to a certain level of 
freedom between providers and 
customers to ensure that services 
are effective, flexible, and efficient. 
However, as a skyrocketing number 
of businesses begin to rely on cloud 
services for critical processes, more 
attention is being given to secu- 
rity around these implementations. 
Service providers are certainly 
lending more resources than ever 
to the security of their products, but 
a good deal of responsibility can 
also fall on the shoulders of cloud 
users themselves. 

FAMILIAR FOES 

When Pierluigi Stella, chief tech- 
nology officer of Network Box (www 
.networkboxusa.com), started dealing 
with cloud security about two years 



ago, he said he felt as though he trav- 
eled back nearly 10 years in terms of 
how security was handled. A decade 
ago, many companies used simple 
firewall and antivirus technologies to 
protect their workstations, Stella says. 
Threat levels at that time generally 
weren't high enough to warrant more 
stringent security measures, but Code 
Red and other severe threats eventu- 
ally emerged and began to change 
the security landscape. Now, he says, 
an average of 200,000 new zero-day 
threats appear every day. 

'The unfortunate discovery I have 
made in dealing with cloud security 
is that we seem to be stuck in a world 
that has not truly realized all this/' 
Stella says. "Unless some regulator, 
auditor, or law tells me what to do, I 
will do almost nothing at all — this is 
the common approach. In the cloud, 
this is accentuated by the fact that 
companies are moving there to save 
money, and when they run into the 
issue of having to set up a separate 
virtual server to run a virtual security 
device, they realize they had not bud- 
geted for it, so they end up going for 
the cheapest and simplest solution." 

This solution is often self-man- 
aged, he adds, even if the company 
is fully aware that it lacks the skills 



to properly configure the required 
protection. As a result, such compa- 
nies ultimately move data into the 
cloud without proper protection. 
According to Norm Laudermilch, 
chief operating officer of Terremark 
(www.terremark.com), applications 
in the cloud are running on virtual- 
ized instances of the same operating 
systems already in use elsewhere. 
As such, these applications can fall 
victim to the same vulnerabilities and 
attacks that have plagued businesses 
for years. 

"Unpatched systems, weak au- 
thentication, bad firewall configu- 
rations, and running unnecessary 
services can be just as big a threat 
as the more sexy vulnerabilities like 
zero-day exploits and advanced per- 
sistent threats. On top of that, vir- 
tualization introduces cloud-specific 
vulnerabilities like attacks against 
the hypervisor, which could allow 
one guest to compromise another 
guest, or worse, the hypervisor 
itself, allowing access to all guests," 
Laudermilch says. 

Casual cloud observers might point 
to high-profile breaches as examples 
of the cloud's inherent insecurity. But 
Laudermilch says that rather than 
considering cloud services unsafe 



Key 
Points 



Overly inexpensive, simple 
security methods aren't 
enough to protect businesses 
against a security landscape 
that's changed greatly over 
the last decade. 



::: Many of the same secu- 
::: rity mistakes that doom 

traditional computing 
::: deployments can also 
::: pose big dangers to 

cloud environments. 



Because cloud services 
often involve remote 
connections, securing 
data flow through VPNs 
and other methods 
becomes paramount. 



: Cloud services typically 
accommodate many cus- 
tomers, so it's crucial to 
ensure that sensitive data 
remains protected by 
proper security devices. 
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Pierluigi Stella 

chief technology officer, 
Network Box 



"Customers should 
be more demand- 
ing, should do due 
diligence and test 
the security of their 
networks, and should 
ensure that whoever 
is in charge of actually 
setting things up has 
good knowledge of 
what to do and how 
to do it." 



across the board, con- 
sider that the cloud 
simply requires the 
same security dili- 
gence as non-virtual- 
ized environments. 

STAY SECURE 

Keeping cloud ac- 
tivities secure requires 
the constant reminder 
that business data may 
be leaving the prem- 
ises. With this in mind, 
strong remote com- 
puting security prac- 
tices apply to ensure 
that eavesdroppers or 
other intruders don't 
gain access to your 
data. Stella recom- 
mends using a strong 
VPN (virtual private 
network) such as a 
certificate-based, SSL- 
protected VPN with 
AES-256 encryption. If you're not sure 
what kind of protection is offered by 
your cloud provider when connecting 
to its services, check with the provider 
before moving any data. 

"You should also investigate how 
the hardware side of your virtual 
environment is handled to ensure 
that your virtual neighbors have no 
accidental access to your data. I have 
seen an MSP [managed services pro- 
vider] set up a number of servers 
on a virtual LAN [with] each server 
belonging to a different customer. 
So now you are in a situation where 
I can log on to my server remotely, 
and I am on the same LAN with 
servers that do not belong to me. I 
can use that as a bridge to attack all 
those servers and steal their data/' 
Stella explains. 

He notes that because businesses 
don't know their neighbors in the 
cloud, they should trust no one and 
always ensure that their LAN en- 
vironments stay exclusive to them. 
Joseph Pedano, senior vice presi- 
dent of data engineering at Evolve 




Joseph Pedano 

senior vice president 
of data engineering, 
Evolve IP 



"Understand what your 
security requirements 
are and have them well 
defined before searching 
for [cloud] infrastruc- 
ture. Having so many 
choices today will 
only make the 
matters worse if 
your security needs 
are not defined'.' 



Norm Laudermilch 

chief operating officer, 
Terremark 



"The mechanics 

of an attack 
against a cloud 

computing 
infrastructure are 

almost exactly 
the same as we've 
seen against all 
of our other 
environments over 
the years." 



IP (www.evolveip.net), adds that 
when using public clouds, busi- 
nesses should configure a host- 
based firewall, while users of 
private or hybrid clouds should use 
both a firewall and an IDS /IPS (in- 
trusion detection system/intrusion 
protection system) to prevent or 
mitigate security holes. 

Pedano also advises against 
opening yourself to holes in the 
first place. For example, he says, if 
someone is utilizing a public infra- 
structure, are you comfortable with 
any of that data being advertised to 
the public if it was compromised? 
Regardless of the answer, sensitive 
data — such as database or transac- 
tional data — should reside on hard- 
ened machines behind proper security 
devices, he says. Further, if server ac- 
cess is granted as part of the infra- 
structure, that infrastructure should 
be patched and regularly scanned. 
Pedano recommends considering the 
placement of a DLP (data loss preven- 
tion) program to understand what's 
moving onto and off of the server. 



CHOOSE YOUR 
APPROACH 

The prevalence and 
severity of cloud se- 
curity holes can vary 
widely depending on 
the service, the service 
provider, the imple- 
mentation, and the 
ability and /or practices 
of the customer. Robert 
Jenkins, chief technology 
officer of CloudSigma 
(www.cloudsigma.com), 
says that different cloud 
implementations can 
have different bound- 
aries in terms of client 
and provider responsi- 
bility and control. 

"For instance, if 
a provider gives the 
client complete con- 
trol over the software 
layer, the customer 
becomes able to largely manage 
their own security," Jenkins says. 
"It becomes a much tougher job for 
the provider if they take on the re- 
sponsibility of securing their clients' 
implementations, since the provider 
may create rules that aren't appli- 
cable to every customer and may 
actually interfere with their com- 
puting. Security is very different 
from customer to customer, and a 
one-size-fits-all approach doesn't 
usually work, or is at least hard to 
manage effectively." 

Some cloud providers deliver a 
secure path to their services and 
leave the rest of the security con- 
figuration and management to the 
customer. For businesses with ca- 
pable staff, this can be a preferred 
approach, as it provides the flex- 
ibility and power to control cloud 
environments as desired. However, 
businesses without staff trained in 
security configurations, or without 
the manpower to handle these du- 
ties, may prefer cloud providers 
that deliver end-to-end security. • 
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Cloud Critics 



Are Arguments Against Cloud Services Valid? 



Boasting a collection of hype 
large enough to rival the Earth's 
largest cirrus formations, cloud 
services would appear to be ideal 
solutions for all IT needs. Although 
the cloud is well-positioned to serve 
businesses into the future, the con- 
cept and its technologies face their 



Key 
Points 



Security, privacy, and 
compliance concerns 
run rampant in the cloud 
sphere, but many problems 
can be avoided with simple 
homework and strong SLAs 
(service-level agreements). 



Criticisms leveled against 
cloud services stem in part 
from problems with early 
adoptions, but cloud provid- 
ers have since vastly improved 
both the services and the 
technologies behind them. 



Because some businesses 
think they must trust all of 
their data and processes 
to cloud services, certain 
potential problems, such 
as security, become 
overly magnified. 



Cloud services sat- 
isfy a wide range of IT 
needs, but potential 
customers should 
keep in mind that they 
aren't a perfect fit for 
every organization. 
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share of criticisms that suggest the 
cloud isn't all it's cracked up to be. 
But are these arguments against the 
cloud valid? 

TROUBLE AHEAD? 

By far, one of the biggest arguments 
against the cloud revolves around secu- 
rity. Today's organizations struggle to 
keep their data secure when it's under 
their own control, so how can they trust 
a third party to ensure that data will 
remain secure? A cloud service provider 
might tout tight security, but that's not 
necessarily a guarantee that strict pro- 
cedures will be followed to protect data. 

Related to security criticisms are 
privacy concerns, because cloud pro- 
viders can have the power to mon- 
itor the data being handled through 
the cloud service. Both security and 
privacy issues also combine to create 
criticisms around the cloud's ability to 
satisfy compliance requirements be- 
cause certain regulations for certain 
data types are strict and could prevent 
companies from, for ex- 
ample, storing data in 
the cloud. 

"While some SaaS 
[software as a service] 
providers have entered 
into specific markets for 
specific application offer- 
ings and are able to pro- 
vide compliance for PCI 
and other financial regu- 
lations, global cloud pro- 
viders have a significant 
hurdle in providing all 
the requirements across 
email, data, and propri- 
etary applications," says 
Jerry Irvine, chief infor- 
mation officer of Pre- 
scient Solutions ( www.pre 
scientsolutions.com ). 

Yet another argument 
against cloud services 
is that SLAs (service- 
level agreements) don't 
cover what they should. 
Mark Gilmore, president 
of Wired Integrations 




Jerry Irvine 

chief information 
officer, Prescient 
Solutions 



While I believe 
implementing cloud 
services should 
be considered by 
organizations and 
companies, a 
complete risk 
assessment and ROI 
should be performed 
prior to rushing to 
implementation 
just so you can 
say you have a 
cloud presence. 



( www.wiredint.com ), explains that while 
working with a cloud service provider, 
his company asked about a poten- 
tial SLA because Gilmore's company 
wanted to determine the level of sup- 
port and control it would have in the 
event an issue came about. 

"The provider notified us that SLAs 
are not provided at the base level of 
support but could be added for an ad- 
ditional monthly fee," says Gilmore. 
"Our client didn't want to pay the 
extra fee, so they went the standard 
route. This provider assured us that 
there was someone there to always 
answer the phone, and things could be 
escalated at any time." Well, we tested 
the waters, and sure enough, there was 
someone there to answer the phones, 
but after-hours escalation did not exist. 
We were powerless to resolve an im- 
portant issue and had to wait until the 
following morning, when the appro- 
priate tech would arrive." 

Cloud services also find critics 
among IT professionals who say that 
the cloud could eventu- 
ally eliminate IT depart- 
ments altogether. This 
concern also ties into the 
complaints around lack of 
control, because services 
that exist outside of com- 
pany walls can be difficult 
to manage, and even more 
so if there are no in-house 
IT employees to handle 
potential issues and/or 
communicate with the 
cloud service provider to 
solve problems. 



GAUGING REALITY 

The primary arguments 
against using cloud ser- 
vices didn't materialize 
from thin air, but instead 
from many businesses and 
other organizations that 
have actually used them. 
However, many of these 
issues stem from early 
adoptions of cloud services 
in which problems — such 



» Arguments Aplenty 

For all of its benefits, the cloud has its 
share of perceived problems. Jason 
Wisdom, president of Wisdom, identifies 
several of the top arguments against us- 
ing cloud-based services. 

Outages happen. Outages occur at 
even the biggest cloud service providers, 
such as Amazon and Google. If these 
providers can't keep their services run- 
ning reliably, who can? 

Bandwidth is limited. Performance can 
lag, especially for high-intensity commu- 
nication between servers or applications 
(such as cloud services communicating 
with in-house applications). 

Security is not guaranteed. There is no 
way to tell who could be accessing your 
data in the cloud. Cloud network and 
data administrators can have access to 
a company's content. 

Loss of control. The company no lon- 
ger controls its own data. In the event of 
a legal dispute, a hostile takeover of the 
cloud provider, hacking from the outside, 
or a disgruntled individual employed by 
the provider, there are many things that 
can go wrong. 

Lack of qualified talent. Not enough 
qualified personnel exist to properly 
architect and maintain cloud computing 
systems. 

False sense of well-being. Assuming 
that nothing will go wrong because the 
cloud is handling everything is fine until 
something does go wrong. 



as security, privacy, and lack of con- 
trol — were indeed prevalent as cloud 
providers felt their way through this 
new realm. 

But in recent years, cloud providers 
have worked diligently to improve 
not only the performance of their ser- 
vices, but as well as the security and 
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other areas that originally made poten- 
tial customers skittish about turning to 
cloud services for storage, computing, 
and other IT needs. Still, cloud concerns 
remain, in part because so many pro- 
viders have entered the market that it 
can be difficult to determine the ability 
of certain providers to satisfy require- 
ments. Further, simply because a cloud 
provider is large or has been in business 
for many years doesn't eliminate the 
basic premise of the cloud, where data 
can leave a company's building and 
move into the hands of a third party. 

"Moving data around, having this 
data outside the company walls, po- 
tential security breaches, etc., all bring 
[security] into question," says Chris 
Hagans, vice president of operations 
for WCI Consulting ( www.wciconsulting 
.com ). "Since you do not physically 
have it anymore, what can really 
happen? What risks are you willing 
to assume? Have you planned and 
thought through the worst-case sce- 
narios? Are those acceptable to you? 
Does the benefit outweigh the risk? 
These are the things I hear from our 
clients every day." 

Interestingly, some arguments levied 
against cloud services 
derive from a mistaken 
perception that compa- 
nies must go "all in" if 
they use cloud services. 
Naturally, handing over 
all of a company's IT re- 
sources — including all 
of its data — to a third 
party would spawn a 
massive number of con- 
cerns around security, 
privacy, control, and 
other issues. But due to 
the evolution of cloud 
technologies and the ex- 
pansion of the market, 
that perception is simply 
not accurate. 

"Companies think 
that if they are going 
to use the cloud, they 
have to put their en- 
tire environment in it," 



Irvine explains. "This is not the case 
and should not be considered that 
way. Just as companies have reviewed 
applications, platforms, and business 
solutions independently in the past, 
cloud offerings should be consid- 
ered in the same manner." Irvine says 
that while it may not be appropri- 
ate to place a company's entire ERP 
(enterprise resource planning) ap- 
plication suit in the cloud, it may be 
financially and technically a good so- 
lution to implement a cloud-based 
CRM. "IT solutions need to be con- 
sidered separately and the best, most 
cost-effective, reliable, and secure 
solution should be implemented," 
he adds. 

FINDING THE RIGHT MATCH 

Another cloud fallacy that con- 
tributes to criticism is the belief that 
cloud services should be a perfect fit 
for all companies. However, not all 
companies have a need for these ser- 
vices, whether due to financial status, 
technical capabilities, or an infrastruc- 
ture that's already in place. Accord- 
ing to Hagans, most large companies 
have already invested millions in 




Mark Gilmore 

president, 
Wired Integrations 



"Without an 
SLA agreement 
that states very 
specific levels of 
support and points 
of action, there is not 
much a business can 
do other than 
be at the mercy of 
the provider." 




Chris Hagans 

vice president 
of operations, 
WCI Consulting 



"What companies 
really need to ask 
themselves is what 
they are wanting 
to accomplish short 
term and long term, 
and then see if a 
cloud strategy will 
support that." 




Jason Wisdom 

president, 
Wisdom Consulting 



"At the end of the 
day, CFOs are still 
going to want to 
trim budgets, 
and senior 
technical staff 
are going to 
want to keep 
things the way 
they have been." 



customizing solutions to fit their orga- 
nizational needs. 

"They are not about to jump ship 
with everything and go to the cloud," 
he says. "But small companies can 
gain scalability and access to larger 
platforms through cloud services. I 
see the cloud being a starting point 
for smaller companies, but a depart- 
mental solution for larger ones. Each 
organization is different, with dif- 
ferent objectives and goals. So they 
will view the cloud from different 
angles. But, it can have its place in cer- 
tain situations or applications." 

Gilmore adds that in instances 
where organizations need a large 
amount of control over services, the 
cloud may not be the right fit — un- 
less they secure an iron-clad SLA. 
However, businesses that can afford to 
give up control of certain areas, such as 
document storage, and that also need 
to save some money, can discover 
that the cloud is a good fit. Yet even 
for those good fits, concerns about se- 
curity, privacy, and other issues still 
should be considered. Gilmore rec- 
ommends that organizations do their 
homework before jumping into the 
cloud, even if all of their 
peers are already using 
the services. 

"I don't disagree 
with the concept of the 
cloud," Gilmore says. 
"What I do disagree with 
is the terms and situa- 
tions by which it is being 
presented. Stop telling 
me the cloud is going to 
save the world, because 
it won't. Stop telling me 
that everyone is going to 
the cloud, because they 
are not. The cloud is just 
another tool to be used in 
the IT tool belt for which 
there is no one perfect 
answer. All things can 
easily coexist as long as 
people start telling the 
truth about what the 
cloud is and is not." 
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Cloud Computing 
& The Government 



Lessons For Businesses 



Former Federal CIO Vivek 
Kundra issued the Federal Cloud 
Computing Strategy in February 
2011. The strategy outlined the benefits 
of cloud computing, provided a deci- 
sion framework for cloud migration, 
and identified adoption catalysts. The 
strategy was a follow-up to the Cloud 



First policy Kundra defined in an ear- 
lier 25-point plan to reform Federal IT 
management, which set the govern- 
ment's cloud initiative in motion. 

Similar to private business, the U.S. 
government has identified ways to save 
money, become more efficient, and 
focus on higher-value activities through 



cloud computing. Although there are 
certainly differences in how federal 
government agencies operate com- 
pared to private businesses, there are 
some cloud strategies that can translate 
to the business environment. To learn 
more, let's begin with excerpts from 
several case studies published in a May 



Key 
Points 



The federal government's Cloud 
First policy requires agencies to 
use commercial cloud 
technologies where feasible. 



Federal agency cloud 
migration case studies 
can provide insights 
for businesses. 



U.S. Chief Information Officer 
Steven VanRoekel addresses 
the Cloud Computing Forum 
& Workshop IV, where 
NIST's new cloud computing 
technology roadmap debuted 
November 2, 2011. 




The federal strategy for 
cloud migration offers a 
decision framework that 
businesses can also adopt. 



IT must change from man- 
aging assets (hardware, 
software) to managing 
services (cloud solutions). 
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2010 report about the state of public 
sector cloud computing. 

UNITED STATES AIR FORCE: 
ONLINE PERSONNEL CENTER 

The Air Force Personnel Center 
needed to improve the customer 
experience, provide visitors with 
self-service solutions, and make it 
easier and less time-consuming for 
personnel to find Human Resource 
information. To solve this problem, 
the Air Force implemented a SaaS 
(software as a service) solution to 
support knowledge management, 
case tracking, contact center tracking, 
and surveys. The organization also 
worked to solve issues with the way 
information was organized. 

Results of the cloud solution include 
providing the Air Force savings of $4 
million per year in personnel costs and 
reducing the time needed for locating 
information from 20 minutes to 2 min- 
utes. It also supports increased search 
volume (from 180,000 to 2 million per 
week) and better scalability and effi- 
ciency with lower operating costs. 

FLRA: CASE MANAGEMENT 
SYSTEM 

The FLRA (Federal Labor Relations 
Authority) recognized that its aging 
case management system was causing 
delays for users searching for infor- 
mation. The system also was not ex- 
pected to meet future needs due to 
anticipated growth and expensive 
licensing costs. The agency wanted 
to move to an electronic case man- 
agement system that supported ease 
of use for customers while also im- 
proving the IT infrastructure, meeting 
compliance requirements, and be- 
coming more responsive to business 



needs. A cloud-based platform was 
implemented in less than 10 months, 
offering users a modern, web-based 
interface and enhanced efficiency. 

Results of the cloud solution for 
the FLRA include a reduction in the 
total cost of ownership by 88% over 
a five-year period, elimination of up- 
front licensing costs of $273,000, and 
a reduction of the annual mainte- 
nance costs from $77,000 to $16,800. It 
also provides better availability with 
secure access from any Internet con- 
nection and access to case informa- 
tion from any location in the world. 

SECURITIES & EXCHANGE 
COMMISSION: INVESTOR 
ADVOCACY SYSTEM 

The OIEA (Office of Investor Educa- 
tion and Advocacy) handles complaints 
from investors about securities profes- 
sionals. The staff responds to thousands 
of contacts each year through phone, 
email, web-forms, and regular mail. 
The agency wanted to replace its old 
in-house case management system, due 
in part to its inability to attach docu- 
ments, handle paper files, and provide 
accurate reports. The system also ex- 
perienced problems with uptime and 
speed. To address these issues, the SEC 
implemented a cloud-based SaaS tool 
in less than 14 months. The new cloud- 
based solution manages all investor 
contacts (email, web-form, regular mail, 
fax, and phone) electronically, and staff 
can attach documentation to the case 
files so that a complete chronology of 
events is created. 

Results of the cloud solution for 
the SEC include reducing a 30-day 
response to investors to less than 7 
business days, creating a completely 
paperless system for handling investor 



inquiries, providing staff with contact 
history to better serve consumers, and 
reducing the time for system configura- 
tion from months to minutes. 

MANY CLOUD BENEFITS 
TRANSLATE TO BUSINESS 

From the previous case studies, it 
is apparent that federal agencies are 
reaping many of the same benefits 
cloud computing has brought to busi- 
nesses. Cloud solutions can make an 
employee's job easier, accelerate pro- 
cesses, offer improved services to 
customers, facilitate data center con- 
solidation, significantly reduce costs, 
and provide support for multiple de- 
vices and platforms. New innovations 
and technologies also make it easier 
for businesses and government agen- 
cies to evaluate the new services be- 
cause there are fewer upfront costs and 
minimal implementation requirements. 
And offloading some services to the 
cloud for IT personnel, who can change 
their focus from managing assets to 
higher value activities that provide 
more benefits to the organization. 

Not everything translates from 
government agencies to businesses, 
however. For example, the securi- 
ty requirements for agencies are 
on a different level. 'There are cer- 
tain aspects, such as the compliance 
with FISMA [Federal Information 
Security Management Act] and all 
the ensuing activities around the so- 
called FedRAMP [Federal Risk and 
Authorization Management Program], 
that are of limited relevance to non- 
government enterprises, with the 
exception of highly regulated ones," 
says Andrea Di Maio, VP distin- 
guished analyst for government at 
Gartner ( www.gartner.com ) . 




» U.S. Federal Government Cloud Computing Timeline 



Apps.gov, an 
online storefront 
of on-demand, 
cloud-based 
IT services for 
federal agencies, 
became available. 



The Federal Data 
Center Consolida- 
tion Initiative was 
> introduced, mandat- 
< q ing the reduction 
£11 of the number of 
ui C\J federal data centers. 



The cloud-first policy was defined within a 25-point 
plan to reform federal IT management by then 
federal ClOVivek Kundra.The policy requires agen- 
cies to use commercial cloud technologies where 
feasible and jump-start the process by identifying 
three must-move services. It also outlines migration 



o CM timelines for two of the three identified services. 
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A FRAMEWORK 

FOR DECISION MAKING 

One of the primary concepts put 
forth in the Federal Cloud Computing 
Strategy is a strategic framework for 
planning cloud migrations. The com- 
ponents include selecting which ser- 
vices to move to the cloud, provisioning 
cloud services effectively, and man- 
aging services rather than assets. 

Selecting which services to move 
to the cloud. Candidates for cloud mi- 
gration should be those services that 
will provide value with gains in effi- 
ciency, agility, and /or innovation. They 
should also be services that exhibit 
readiness in terms of security, market 
availability, and the technology life- 
cycle. "Services we are seeing agencies 
start with include email and general 
storage. Another thing Fm seeing is in- 
terest in virtual desktops," says Shawn 
P. McCarthy, IDC Government Insights 
( www.idc-gi.com ) research director. "This 
is especially true for organizations that 
want to have the same desktop on mul- 
tiple devices." 

The GSA's (General Services Admin- 
istration's) cloud migration for email 
and document collaboration is a prime 
example of starting with a commonly 
implemented cloud-based solution. To 
modernize an aging infrastructure and 
create an integrated email /document 
collaboration solution for the agency's 
more than 17,000 employees, the GSA 
implemented a cloud-based email and 
productivity solution. Martha Johnson, 
GSA Administrator, blogged about 
the email migration in a July 2011 post 
in which she stated that the GSA ex- 
pected to gain value by reducing email 
operation costs by 50% over the next 
five years and saving more than $15.2 
million for the agency in that time. She 



wrote that a large part of the savings 
would result from the number of data 
centers requiring hardware, software 
licenses, maintenance, and contractor 
support. At the time she reported that 
the new environment would also offer 
an easily accessible suite of collaboration 
services that help employees become 
more mobile and efficient, providing 
additional gains to the agency. 

Provisioning cloud services effec- 
tively. For businesses and government 
agencies, moving to cloud-based solu- 
tions means changing to a service-based 
contract rather than an asset-based 
(hardware /software) contract. Service 
options to consider include aggregating 
demand to pool purchasing power and 
applying the solution throughout var- 
ious divisions to reduce duplication of 
effort. The solution should also integrate 
with existing infrastructure and future 
plans. "Keep the bigger picture in mind 
and how it will affect future plans for 
migrating other functions and applica- 
tions to the cloud," says McCarthy. "If 
you are considering virtual desktops in 
the future, for example, that might affect 
the decisions you make today." 

Contracting for services effectively 
is critically important, and contracts 
with cloud service providers should 
be set up for success. For example, the 
SLA (service-level agreement) should 
be explicit and specify the security, 
continuity of operations, and service 
quality required for the solution. "Pay 
attention to the SLA you need to plug 
into," says McCarthy. "The level of ser- 
vice will dictate the amount you pay, 
so you need to nail down the SLA." 
You also need to make plans to de- 
commission unneeded legacy apps and 
servers, repurpose vacated data center 
space, and refocus staff. 



Managing services rather than as- 
sets. Managing services rather than as- 
sets means that most IT organizations, 
whether they are government or pri- 
vately run, need a change in mindset. 
An asset-based approach manages 
systems from input metrics (servers 
and applications) rather than from 
service-based output metrics, such as 
SLAs. End results of a cloud migration 
should be actively tracked for SLA 
compliance and vendors should be 
held accountable for meeting agreed 
upon expectations. Costs should also 
be monitored and weighed against the 
benefits over time. 

Business can realize advantages 
from cloud vendors' pursuit of federal 
contracts. "The federal strategy as well 
as the activities they are conducting 
through the so-called Cloud First policy 
will certainly benefit other industry sec- 
tors, thanks to the pressure it is putting 
on vendors to improve and evolve their 
offerings to meet government require- 
ments," says Di Maio. 

THE CLOUD MOVES FORWARD 

In a December 2011, Whitehouse. 
gov blog post, current Federal CIO 
Steven VanRoekel stated, "Cloud com- 
puting has become an integral part of 
the government's IT DNA. With our 
Cloud First initiative, agencies identi- 
fied 79 services to move to the cloud in 
order to reap savings and service im- 
provements. This year, agencies suc- 
cessfully migrated 40 services to the 
cloud and were able to eliminate more 
than 50 legacy systems in order to save 
taxpayer dollars while expanding ca- 
pabilities." As the federal cloud-com- 
puting initiative moves forward, it 
may be well worthwhile for businesses 
to watch its progress. 
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Kundra issued 
the Federal Cloud 
Computing 
Strategy, outlining 
a plan for cloud 
adoption by fed- 



i±! c\j eral agencies. 
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Federal CIO 
Kundra resigned. 
The new 
CIO, Steven 
VanRoekel, took 
over the federal 
IT initiatives. 



LU 



NIST (National Institute of 
Standards and Technology) 
released a draft of the first two 
volumes of the U.S. Gov- 
ernment Cloud Computing 
Technology Roadmap (NIST 
Special Publication 500-293). 
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The FedRAMP (Federal Risk and 
Authorization Management Program), 
a government-wide program that 
provides a standardized approach to 
security assessment, authorization, and 
continuous monitoring for cloud prod- 
ucts and services, was introduced. 
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Ideally, BI acts as a 
translator, putting op- 
erational data in front 
of users with a relevant 
meaning, via "dash- 
boards" and other easily 
navigable applications. 
BI uses an array of 
technologies and ap- 
plications to analyze a 
business' internal data 
and business process- 
es. Deployed properly, 
those technologies can 
provide a vivid look at 
historical, current, and 
predictive areas of your 
business. 

By far the most basic, 
and therefore common- 
ly used, BI tool in use 
is Microsoft Excel, says 
Mark Flaherty, chief 
marketing officer with 
InetSoft Technology 
( www.inetsoft.com ) in Pis- 
cataway, N.J. 

"People use it as a 
de facto database, and 
they create all kinds of 
key performance in- 
dicators and charts to 
track them," he says. 
"They use [Excel] as 
a BI tool because they 
are comfortable with it. And it works 
if you don't have an IT department 
or an enterprise BI system, or [you] 
don't like waiting a long time for help 
getting data from your corporate IT 
department." 

Excel is widely used for BI because 
it's well known and relatively simple 
to use. But now, more sophisticated 
BI systems contain optimization and 
predictive analytics capabilities that let 
users run business scenarios based on 
varying inputs. 

Users can also look at the critical 
data in real time on dashboards or 
graphs, letting them make marketing 
and strategic decisions about prod- 
ucts, promotions, and pricing. For ex- 
ample, Rafael Pabon, principal with 




Joe Gottlieb 

president and CEO, 
Sensage 



"Many compliance 
regulations identify 
data sets that you 
have to protect." 




Dwight DeVera 

senior vice president, 
Arcplan 



"A big mistake is just 
going out and buying 
technology." 



New York-based Sherman 
Hill Group ( www.sherman 
hillgroup.com ) explains that 
the hotel and airline in- 
dustries vary daily prices 
for their products based 
on predictive analysis 
that attempt to optimize 
overall revenues. 

"The tools available 
from several vendors — 
such as Informatica, Oracle 
and Microstrategy — en- 
able business end users to 
explore data relationships, 
including with internal and 
external data, in minutes 
that previously would have 
required many lines of 
SQL coding and queries in 
source systems databases," 
Pabon says. 

How you go about de- 
fining what qualifies as crit- 
ical data depends on your 
business, and it's some- 
thing you should take stock 
of before jumping feet-first 
into a BI solution. 

"There are several ways 
organizations can iden- 
tify critical data," says Joe 
Gottlieb, president and 
CEO of San Francisco- 
based Sensage (www. sen 
sage.com ). "Some applications may 
indicate data sensitivity or impor- 
tance, and many compliance regula- 
tions identify data sets that you have 
to protect, such as cardholder data 
for PCI and patient data for HIPAA 
or HITECH." 

Before going ahead with BI, assess 
your authorization, data access con- 
trol, and data usage policies and prac- 
tices to determine the effectiveness 
of your security infrastructure. Bad 
data can lead to worthless BI, as we 
discuss later. 

KEYS TO SUCCESS 

There are numerous ways in which 
companies can employ BI solutions; 
however, there are a few methods 



and practices for deploying BI that 
apply across all types of businesses. 

One key for a successful BI imple- 
mentation has to do with choosing the 
right system. Flaherty recommends 
making ease of use and self-service 
your top requirements and involving 
business users in the evaluation stage. 

"Ease of use will help guarantee 
people actually use the BI system once 
it's installed," says Flaherty. "And 
self-service — meaning business users 
can either create or modify dash- 
boards and reports on their own — will 
make them happier and save IT or BI 
expert resources." 

"Make sure your constituents are 
aligned on what the goals of your 
BI system will be," says Mike Mor- 
rison, executive director of manu- 
facturing services with Dell ( www 
.dell.com ). "Without their input and 
knowledge, it will become just an- 
other tool that goes unused." 

Flaherty suggests starting small 
when a BI solution is chosen to give 
users a chance to get to know the sys- 
tem. Consider starting with an initial 
project with a limited scope, sort of 
a pilot project that has a high prob- 
ability of success. 

"No matter how big the company, 
pick a project that is in high demand 
and can be completed quickly," he says. 
"Don't try to tackle all the company's 
BI demands at once, because then the 
deployment can drag on for months 
and the business users will become 
disappointed and not adopt the new 
BI system as readily." 

Bill Brydges, a managing director 
with McLean, Va., -based Morgan- 
Franklin ( www.morganfranklin.com ), 
agrees that the needs of end users 
should be a priority. Business owners 
should know that their staffs' willing- 
ness and commitment is a key driver 
of success for BI projects, even more so 
than with traditional IT projects, since 
the point of BI is business focus. 

"IT can move the data readily from 
here to there, but the business needs 
to express its requirements, measures, 
and key metrics, and help IT interpret 
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the meaning of the 
data," says Brydges. 
"The key is for business 
to participate in de- 
fining the key informa- 
tion it needs to run and 
manage the business 
now and in the future. 
In many organizations, 
this work doesn't exist, 
and IT is left trying to 
guess how best to ar- 
chitect the data in sup- 
port of business needs." 




Mark Flaherty 

chief marketing officer, 
InetSoft Technology 



PITFALLS 
& MISSTEPS 

Naturally, compa- 
nies that don't follow 
some tried-and-true 
methods to implement- 
ing a BI system are in 
for some false starts and missteps. 

One such instance is presuming that 
any BI system will work for you. Even 
though some companies limp by with 
simple turnkey solutions, Scott Opitz, 
CEO of Danville, Pa.,-based Altosoft 
( www.altosoft.com ) says you're better off 
shopping around and finding the solu- 
tion that fits best. 

"One mistake is using the wrong 
approach, specifically just defaulting 
to a one-size-fits-all approach," says 
Opitz. "In traditional BI products, the 
first step would be extracting the 
data you need out of a lot of different 
back-end systems and getting it into a 
central location before you work with 
it. The reality is that most businesses 
don't make the effort it takes to adopt 
that approach." 

Dwight DeVera, senior vice pres- 
ident with Berwyn, Pa., -based Arc- 
plan, says another mistake is when 
companies just go out and buy the 
technology. "People don't realize that 
most of what they're trying to over- 
come is a data problem and nothing 
that exists on the front end," he says. 
They might buy a solution and leave 
it sitting on a shelf for six months, 
and then they're left wondering why 
they bought it. 



"People use 
[Microsoft Excel] as a 
de facto database and 
they create all kinds 
of key performance 
indicators and charts 
to track them. 




Rafael Pabon 

principal, Sherman Hill 
Group 



'After the BI system 

is mature, it can 
be used to improve 
productivity or 
profitability in 
basically any area 
or the company." 




Rony Ross 

founder, 
Panorama Software 



"Data classified 
in the wrong 
way can be full 
of misleading 
information if you 
don't see it in the 
proper context." 



"Work from the problem back- 
ward rather than from the technology 
forward," he says. 

Another common error is pre- 
suming that a BI system will do dou- 
ble duty as a data organizer. It won't. 
In fact, if your systems have enough 
pockets of mis-categorized or other- 
wise messy data, those pockets could 
cripple a BI system before it has a 
chance to help. 

"It's not always true that the data 
you're working with is in good con- 
dition," says Rony Ross, founder of 
Panorama Software ( www.panorama 
.com ) in Toronto. "Data classified in 
the wrong way can be full of mis- 
leading information if you don't see it 
in the proper context." 

The implementation of BI can be 
exhausting for that reason: It forces 
companies to deal with the quality 
of their data. 

"Think of enterprise data as an 
environment in and of itself," says 
Brydges. "Over years, this environ- 
ment has been copied, merged, con- 
verted, restructured, reorganized, 
and moved from application to ap- 
plication, inside and outside the 
walls of the enterprise. The data sur- 
vived through it all, but it has picked 



up a few scratches 
along the way." 

ONLY AS GOOD AS 
YOUR DATA 

At this point you may 
be wondering whether 
BI is right for your busi- 
ness. It's almost certain 
that some form of it is. 
Properly implemented, 
BI systems can do every- 
thing from shoring up 
cash flow to pointing out 
where to lower inven- 
tory costs to identifying 
ways of protecting profit 
margins. 

"The promise of BI 
is great," says Brydges. 
"It delivers easy access 
to the data, and current 
tools greatly simplify reporting, anal- 
ysis, and data quality improvement 
efforts. It sounds easy. . . just plug in 
the new tool and let it work magic." 

Return on investment isn't easy 
to predict when initially imple- 
menting a BI system. However, 
according to Pabon, an initial cost 
saving occurs when business users 
spend less time working with IT 
to gather necessary data and more 
time actually analyzing informa- 
tion directly from the BI system. 
"After the BI system is mature, it 
can be used to improve productivity 
or profitability in basically any area 
or the company," says Pabon. "For 
example, you can use predictive ana- 
lytics to refine product features in- 
stead of having to test market many 
products, and use the BI system for 
optimizing a product mix to focus 
on more profitable products." 

The reality, though, is that the un- 
derlying work around data is the key 
to ultimate success, says Brydges. 

"The enterprise that fully under- 
stands and deals with its data envi- 
ronment as a part of its BI efforts will 
quickly succeed, while the enterprise 
that sticks a tool on an underlying 
data mess won't be happy." 
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[ Unified 

^ COMMUNICATIONS 
For Smaller Businesses 



Make The Solution Work For You, Not The Other Way Around 



A February 2011 survey con- 
ducted by technology ser- 
vices firm CDW ( www.cdw 
.com ) found that adoption 
of UC doubled between 2010 and 2011. 
Yet, many small and medium-sized 
businesses remain uncertain of how to 
use UC — or even what it is. 

In reality, UC is an umbrella term 
for many solutions, and SMBs don't 
have to adopt all of them. In fact, a 
Gartner ( www.gartner.com ) research re- 
port from September 2011 found that 
most companies, regardless of size, 
meet their needs with a partial de- 
ployment of UC. 

Smaller businesses can enjoy the 
well-documented benefits of UC, such 
as increased productivity and customer 
and employee satisfaction, without 
going "all in." In this article, well offer 
suggestions for choosing a UC solution 
and calculating potential ROI. 

BUSINESS BASICS 

There are many elements to UC and 
just as many provider approaches. The 
key to navigating to the right solu- 
tion, says Blair Pleasant, president and 
principal analyst of UC research firm 
COMMfusion ( www.commfusion.com ), 
is maintaining perspective. "Instead 
of looking at a solution's features and 
asking, 'how can we use those?' look at 
your business goals and see how UC 
can work to achieve them." 

"If you want to enhance customer 
loyalty or customer service," adds 
Pleasant, "consider a contact center. 
If you are trying to make salespeople 
accessible, then 'find me follow me' 



Unified communications, loosely defined as the integration of tele- 
phony with email, Web, video and instant messaging applications or 
services, has been steadily gaining acceptance for many years. 



Key 
Points 



SMBs don't have 
to adopt compre- 
hensive unified 
communications 
solutions to realize 
benefits. 



Key to choosing the right 
solution or vendor is to 
evaluate features against 
your goals, not the other 
way around. 



Calculating the value of 
reduced travel, enhanced 
customer satisfaction, 
increased productivity and 
other UC benefits will help 
you determine ROI. 



Consider future needs 
when making your 
selection to ensure 
scalability. 
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[where a call to one phone 
number rolls to other 
phones to locate the call 
recipient] or video confer- 
encing might be the way to 
go. If you're having a hard 
time with product devel- 
opment, then the collabo- 
ration tools of UC could be 
the right fit/' 

Regarding on-premise 
vs. software/Internet- 
based solutions, Pleasant 
says, "SMBs are definitely 
looking at hosted [soft- 
ware or cloud-based] so- 
lutions because of cost. 
They do not have to spend 
money purchasing equip- 
ment — they pay a monthly 
fee. Also, a lot of SMBs do 
not have the resources and 
staff to support a premise- 
based solution/' However, 
Pleasant notes that hosted 
solutions do not allow 
the customizations that 
premise-based providers 
support (usually for a fee). 



BABY STEPS 

Keeping budgets in 
mind, how can SMBs 
implement UC cost-effec- 
tively — or perform cost- 
benefit equations regarding 
the investment? For a com- 
pany just dipping its toes 
into UC, cost may not need 
to be a factor, says Pleasant. 
"Vendors such as Skype 
and Google are moving 
into UC for businesses of 
all sizes, especially SMBs," 
she says. "These services are free or 
very low cost, and there is no major 
equipment needed." 

In-Stat ( www.instat.com ) principal 
analyst Allen Nogee suggests mobile 
devices can be a good way to move 
into the unified communications wa- 
ters at minimal cost. "Smartphones 
are the quintessential unified com- 
munication device," he says. 




Allen Nogee 

principal analyst, 
In-Stat 



"When the economy 
stalled and businesses 
began to cut costs, the 
mobile phone became 
a bigger player In UC 
because much of the ex- 
pense of wired solutions 
could be removed!' 




Blair Pleasant 

president and principal 
analyst, COMMfusion 



"Instead of looking at 
solution features and 
asking how you can put 
them to use, consider 
your business goals and 
see how unified com- 
munications can help 
you achieve them!' 



"The initial vision for 
unified communications 
was a means to follow the 
user with presence and a 
variety of follow-me fea- 
tures." (Presence identifies 
the means of communica- 
tion by which someone can 
be accessed, such as email, 
instant message, or mobile 
phone). 

Nogee says these sce- 
narios used to require an 
advanced network of 
mostly wireline devices, 
but today's smartphones 
can support both in con- 
junction with inexpensive, 
Internet-based services. 
Even advanced UC fea- 
tures, such as call centers, 
are practical for mobile 
devices, Nogee says, with 
Wi-Fi and other solutions 
that take calls off the cel- 
lular network. 



COST CONTROL 

For companies seeking 
a more complete or sta- 
tionary solution, the cost- 
benefit equation isn't 
hard to calculate. In 2009, 
Microsoft ( www.microsoft 
.com ) published a cost- and 
resource-savings analysis 
designed to illustrate how 
UC could help businesses 
ease the sting of the re- 
cession. Microsoft's cal- 
culations, using its own 
solution, suggested a po- 
tential $5 million in cost 
savings and increased 
sales per 1,000 employees per year. 

This study targeted large enter- 
prises, but smaller firms can also reap 
these benefits. Top areas of savings 
that help SMBs calculate ROI include: 
Travel expenses - Do your em- 
ployees travel? How much would you 
save if they accomplished some of 
those goals in the office with videocon- 
ferencing or online collaboration? 



Long-distance and cell phone 
charges - How much can you save 
through lower-cost (or included) VoIP 
long-distance calling? How many cel- 
lular minutes could be saved using 
presence or instant messaging rather 
than always placing a call? 

More efficient sales efforts - This is 
harder to calculate, but try to peg the 
value of customers always being able 
to locate a salesperson, no matter where 
they are. (Don't forget the time your 
salespeople won't waste calling back.) 

Increased productivity - How 
much momentum do you lose when 
bad weather shortens office hours? 
What about time wasted in "phone 
tag" when workers cannot connect 
with one another? 

Overall benefits of UC that reduce 
costs and improve productivity in- 
clude more effective contact man- 
agement, better problem resolution, 
faster decision making, accelerated 
collaboration, and enhanced mobility. 
If you're considering (or currently 
allow) remote working, the produc- 
tivity boost will be even greater. 

WORDS TO THE WISE 

Once you decide that UC meets 
your goals and budget, Pleasant says, 
other considerations remain. "If you 
want simplicity, steer clear of multiple 
vendors or too many components," 
she says. "SMBs often do best with an 
all-in-one vendor." 

Pleasant also warns against short- 
sightedness. "I've seen too many 
companies select a vendor because it 
does a great job with one feature they 
want. Then, they want to add other 
UC elements but cannot integrate 
them with the current solution. They 
are stuck starting over." 

In closing, Pleasant says, "Unified 
communications helps companies and 
workers be more efficient and save 
money and time. Any company plan- 
ning to upgrade its PBX system or move 
to VoIP has no reason not to adopt UC. 
Unless you have zero budget and are 
totally satisfied with your current tele- 
communications system, don't wait." 
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J Malware 




5& c 



Corporate 

Networks 



Why You Should 



Be Concerned 




In 2011, a group of un- 
identified (as of press 
time) criminals launched 
a complex, calculated, and 
far-reaching industrial 
espionage campaign, the 
story of which you may 
have never heard. 



The apparent purpose of the cam- 
paign was to steal proprietary 
information primarily from 
companies in the chemical and defense 
industries. The first casualties in the 
multi-wave attack were unwitting em- 
ployees and associates of large com- 
panies; the weapons were primarily 
trickery and Trojan horses (malware 
that masquerades as beneficial but de- 
livers a destructive payload). 

Certainly, the type of information 
targeted — chemical and defense se- 
crets — is startling enough. Equally 
alarming was the complexity of the 
scheme and the success with which 
it was carried out. Nart Villeneuve, 
senior threat researcher with computer 
security firm Trend Micro ( us.trend 
micro.com ), explained in his blog on the 
company's Malware Blog site, "The 
attackers used messages with an IT 
security theme that appeared rather 
generic but were customized for var- 
ious targets. The download link in the 
email messages was made to appear as 
if it were pointing to the target's own 
website." To reach their final target, 
the perpetrators attacked a chain of 
interconnected entities — from motor 
companies to human rights organiza- 
tions — each one of which moved them 
closer to their destination. 

In the past year, this campaign 
(often called "Nitro") and others have 
sent a clear signal to businesses: crim- 
inals are upping the ante, and no one 
is safe. To help you know how to re- 
spond to these threats, we explored 
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the current crop of malware attacks 
affecting corporate networks to see 
how they work, why they are suc- 
cessful, and what makes them such 
a wake-up call for anyone with any- 
thing to safeguard. 

ONE PROBLEM, MANY FACES 

Malware — malicious software de- 
signed to disrupt, damage, expose, or 
otherwise harm victim computers and 
their owners — can take many forms. 
Furthermore, there is an astounding 
amount of malware on the loose. 

"On an average day, we find 
there are up to 200,000 pieces of mal- 
ware in the wild that no one knows 
about," says Pierluigi Stella, CTO of 
managed security services provider 
Network Box ( www.networkboxusa.com ). 
Of course, many of these invaders are 
not successful due to 
lack of functionality or 
imagination — or proac- 
tive defense on the part 
of their victims. 

For example, Stella 
says, keyloggers are often 
doomed because, "There 
are protections that pre- 
vent them from working. 
For example, a good an- 
tivirus software will catch 
the presence of a keylogger by its be- 
havior." Similarly, he notes, browser 
add-ons can detect if a website is what it 
purports to be, and security systems can 
prevent uninvited intrusions through 
vulnerable ports (hardware- or soft- 
ware-based connections between pro- 
grams or devices); the list of defenses 
goes on and on. 

THE UNCONTROLLABLE 
VARIABLE 

If it's possible to stop so many 
forms of malware in their tracks, how 
are they still getting into corporate 
networks? Companies without stout 
security are, of course, susceptible to 
just about any type of malware. But 
even firms with advanced defense 
equipment and security experts (in- 
house or outsourced) cannot defend 



against the single vulnerability that 
will never evolve fast enough to over- 
come the threats that attack it: the 
human computer user. 

"With malware, which is executable 
program code, the operative word is 
'executable/ It needs to be activated, 
and most of the time that takes place 
through human intervention," says 
Stella. "So, the imagination of the hack- 
ers is expended looking for new ways to 
trick users into "clicking" on something; 
that simple action of clicking causes the 
software to be installed. At that point, 
most of the damage is done." 

HOW INVASIONS WORK 

Since trickery, by its nature, usually 
involves misdirection, one or more 
components of most malware attacks 
are Trojans. In fact, Raimund Genes, 
CTO of Trend Micro, 
prognosticated in late 
2011 that the dominant 
malware threat in 2012 
"will not be traditional 
viruses. It's all Trojans." 

As you may have 
noticed, Trojans are 
classified by how they 
succeed, not what they 
do. As such, they have 
been tied to a variety of 
bad deeds from stealing data to turning 
servers into robot machines that attack, 
infect, and even steal from other com- 
panies. They sometimes operate alone 
but often work in tandem with other 
malware or malicious mechanisms. 

EXPOSED POSITIONS 

Another mode of infection, Stella 
explains, is unsafe browsing. "Rather 
than sending malware in an email, the 
hacker places the code on a website, 
[and] then finds ways to get the user 
to go to there. These are often legiti- 
mate websites that have been compro- 
mised, unbeknownst to site owners." 

According to Stella, an action as 
seemingly innocuous as hovering 
with the mouse over site links could 
trigger malicious code to install to 
the computer in the background. The 



program code then executes and can 
begin stealing any data to which the 
PC has access. Stella also reports that 
recently, his firm has seen malware 
"setting itself up on shared folders 
and spreading to every computer that 
maps that folder. On a large network, 
that can mean every single computer 
on the network." 

Dave Hampson, president and CIO 
of network security firm Enroute Net- 
works ( www.enroutenetworks.com ), says 
VPNs (virtual private networks) are 
also a prime access method. Despite 
a VPN's reputation for security, says 
Hampson, "If a remote PC becomes 
infected with malware and it con- 
nects via VPN to a corporate network, 
it could infect that network. Addi- 
tionally, if a PC's VPN software is con- 
figured to connect to the Internet at 
the same time as the company VPN, 
someone from the Internet could pos- 
sibly take control of that PC and use it 
as a springboard to penetrate the cor- 
porate network." 

Equally surprising to many, says 
Stella, are the personnel with the 
greatest potential to invite corporate 
exposure. "C-level executives of a com- 
pany are often the most dangerous 
persons on a network," says Stella. 
"Roaming computers are at the most 
at risk of infection, and executives roam 
the most and are always connected. 
They usually have powerful access to 
sensitive information, and they often 
think they are invincible." 

ACTION ITEMS 

Now that you know how, why, and 
where malware can access your com- 
pany data, you'll want to take action to 
ensure you and your employees don't 
become a conduit for such an attack. 
The key, all our experts say, is to keep 
your IT defenses up to date, but also to 
maintain "human" vigilance, as well. 
"Hackers are looking for new ways to 
get your information, and what better 
way than to trick you into volun- 
teering it to them." says Stella. "After 
all, the best IT security cannot protect 
you from your own actions." 



". . . there are up 
to 200,000 pieces 
of malware in the 
wild that no one 
knows about . . ." 
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Business Software 



The Latest Releases & Updates 



When you keep on top of new 
and updated business soft- 
ware, you can enhance your 
business by upgrading or adding to 
your technology options. Our coverage 
of the latest releases and updates in the 
world of business software includes 
products that can help you manage 
documents, analytics, and email. We 
also explored accounting software, ad- 
ministrative solutions, and more. To 
help you zero in on what's new, read 
our roundup of recent business soft- 
ware releases and updates. 

ABBYY FINEREADER 11 
CORPORATE EDITION 

ABBYY FineReader 11 Corporate 
Edition ( www.abbyy.com ) is a document 
management application that creates 



editable, searchable files and ebooks 
from scans, PDFs, and digital photos. 
ABBYY FineReader 11 combines in- 
telligent document analysis with im- 
proved speed, better recognition, and 
support for more file formats. The new 
release features faster conversions 
with a new black-and-white mode, an 
improved fast reading mode, conve- 
nient ebook creation in EPUB and FB2 
formats, enhanced formatting during 
conversions, and a redact feature to 
remove confidential information from 
documents. New productivity features 
include support for scanning a batch 
of mixed-type documents, creating 
custom conversion tasks, scanning to 
OpenOffice.org Writer format, and 
converting documents using advanced 
PDF compression. 



ACCLIVITY ACCOUNTEDGE 
PRO 2012 

Any piece of software that can 
make accounting easier is welcomed 
in the business world. And the newest 
release of Acclivity's AccountEdge Pro 
( accountedge.com ) packs a few more 
features that should help alleviate 
some financial headaches. New for the 
Pro 2012 version is an improved com- 
mand center that focuses on usability 
and includes a Side Bar for quicker 
menu access. You'll also have access 
to streamlined invoices, additional 
templates for invoices and statements, 
additional customization tools, and 
more. The software is available for 
$299 new or as a $159 upgrade; try it 
out first with the free 30-day trial. 

BIRSTIN-MEMORY CLOUD 
ANALYTICS 

Birst's In-Memory Cloud Analytics 
( www.birst.com ) is an SQL-based soft- 
ware solution with a standard JDBC 
interface that provides an in-memory 
cloud-based database for all of your 
company's analytic needs. This soft- 
ware goes beyond data discovery 
tools and uses a multipass analysis 
to compare data on a relational basis. 
In other words, you can easily find 
data using sophisticated queries and 
searches. Birst's In-Memory Cloud 
Analytics also features high-speed 
performance using data compression 
tools, parallel processing, and co- 
lumnar data storage. 

EXACT GLOBE NEXT 

Exact Globe Next ( www.exact-globe- 
next.com ) is designed to make admin- 
istrative tasks much easier with its 



'OCR 



ABBYY FineReader 11 



Scans, PDFs, and 
digital photos 
become search- 
able and editable 
with ABBYY's 
quick and easy to 
use FineReader 1 1 
Corporate Edition. 
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user-friendly dashboard and Smart 
Toolbar that features favorites and 
frequently used documents, tasks, 
and contacts. You can also keep track 
of multiple administrations at once. 
The program provides six types of 
real-time reports, all of which are 
viewable on multiple devices. Exact 
Global Next features automatic alerts, 
so youTl always be current and can 
respond to potential problems more 
quickly. But Exact's ultimate goal 
for this program is to be as future- 
proof as possible by adding scalabil- 
ity that will evolve alongside your 
growing business. 

FUJITSU QRMINING 

Product manufacturers must be 
constantly aware of how their prod- 
ucts are being built and whether 
there are any problems in the pro- 
cess. Fujitsu ( www.fujitsu.com ) released 
QRMining, a risk analysis and fore- 
casting software solution that alerts 
manufacturers to potential issues 
with their products. This type of early 
warning can be the difference between 
a minor hiccup early in the process 
and a major complication down the 
line. QRMining analyzes specific mar- 
ket segments to determine if there are 
any product malfunctions, and then 
it consults customer information from 
social networks and other avenues to 
forecast the potential future reactions 
of consumers to plan for the future. 
Fujitsu's solution focuses on product, 
market, and company quality in a 
three-pronged approach that will give 
companies status reports for their cur- 
rent and long-term successes. 

MPI STYLUS PRO 
VERSION 10.0 

MPFs ( www.markovprocesses.com ) 
latest version of Stylus Pro improves 
on everything in the previous versions 
of the software. The program helps 
users assess risks, construct portfo- 
lios, and build custom reports using 
a streamlined interface. New features 
include MPI Factor Search, which lo- 
cates the best possible factors for a 



managed product, and MPI Factor 
Intersection, which identifies overlaps 
in your portfolio. Creating template 
reports with charts, tablets, and other 
content is also easier with the built-in 
Report Studio tool. 

ORACLE TUXEDO 11G 

One of the biggest benefits of the 
cloud is the ability to move applica- 
tions to virtual environments to free 
up valuable server resources. But it's 
only a true benefit if application per- 
formance is uninhibited or improved. 
Oracle ( www.oracle.com ) recently re- 
leased Oracle Tuxedo llg, which is 
designed for use with Oracle's Exa- 
logic Elastic Cloud X2-2, to help in- 
crease application performance in the 
cloud as well as simplify the initial 
migration. Tuxedo llg also includes 
the Tuxedo Application Runtime for 
IMS llg, which should help lower 
IT costs while also improving your 
company's agility. And even with 
more advanced features packed into 



this solution, Oracle has made it a pri- 
ority to clear up the complexities of 
the deployment process and makes 
it easier than ever to utilize the cloud 
with a high performance standard. 

ZENDIO OFFERS EMAIL 
TRACKING & ANALYTICS 

If you have been looking for a 
good way to find out whether the 
email messages you send are read, 
consider XL Technologies' new 
Zendio ( www.zendio.com ) software. 
Zendio works as a plug-in for Mi- 
crosoft Outlook and provides a no- 
tification when an email is opened 
or any enclosed links are clicked. 
Zendio operates seamlessly, allow- 
ing you to continue to send email 
as you always have. Zendio also of- 
fers analytics capabilities that tell 
you the time and place your email 
was opened to help you do more 
insightful follow-up. Zendio is avail- 
able now for purchase or as a free 
download with a 30-day trial. 



O Zendio 



IlTiJj^his jrj 
You? OuUoM 

Get usable data about the 
people you email, like what 
time they most often read 
their emails. 




30-day free trial, sign up in 60 seconds 




Zendio is an 
Outlook plug-in 
that tracks how 
email recipients 
interact with 
sent messages, 
providing more 
detail than 
simple read 
receipts. 
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MPI's Stylus 
Pro 10.0 makes 
investment 
research easier 
by helping you 
analyze risks, 
construct portfo- 
lios, and more. 
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Greenovations 



Energy-Conscious Tech 



The electronic devices that make our lives easier also 
produce some unwanted side-effects on the environment. 
Fortunately, many consumer electronics manufacturers 
and businesses are working to create products that keep 
us productive while reducing energy demands to lessen 
our impact on the environment. Here, we take a look at the 
newest environmentally friendly technology initiatives. 




Digital Lumens' Intelligent Light Engine is one example, specifically designed for industrial settings, of a 
product featuring an auto-dimming technology. The fixture gathers occupancy and energy-related data 
you can use to reduce your company's electricity costs. 



INTELLIGENT LIGHTING 

In the current age of quickly evolving technology, product designers are out- 
fitting more of their devices with computing power for a multitude of appli- 
cations. And now, thanks to Digital Lumens' ( www.digitallumens.com ) new line 
of auto-dimming industrial LED fixtures, even the lights in your office have a 
"brain" that is constantly gathering data. These new LED light fixtures have 
a built-in occupancy sensor that determines when people are nearby and ad- 
justs the brightness of the light produced at any given time. The new highbay 
LED fixtures also have networking capabilities and a microprocessor, which 
sends data to the LightRules management system. This system lets you track 
energy usage and overall facility occupancy, as well as other data related to 
the lights. You can then customize the lights to dim based on certain environ- 
mental conditions, making them even more energy efficient. 



BETTER MOBILE WEBSITES 
CONSUME LESS POWER 

In a case study aimed at finding 
new and innovative ways to provide 
network access and mobile Inter- 
net to people living in developing 
countries, scientists at Finland's 
Aalto University discovered a new 
network proxy that may be able to 
reduce smartphone power consump- 
tion as well as improve the overall 
network connection and perfor- 
mance of mobile devices. According 
to the study, which focused on data 
from Kenya, Tanzania, and Uganda, 
websites optimized for mobile de- 
vices using scaled down content, 
data compression, and improved 
caching techniques reduce power 
consumption and ensure a better 
browsing experience. In addition to 
benefiting people in regions lack- 
ing sufficient access to electricity, 
these approaches will also help to 
increase battery life for mobile de- 
vice users everywhere. 

LONG-LASTING, 
FAST-CHARGING BATTERIES 

Speaking of increasing battery life, 
researchers at Northwestern Univer- 
sity have found a way to improve 
the performance of lithium-ion bat- 
teries resulting in quicker charging 
sessions (approximately 15 minutes) 
and nearly 10 times more battery 
life (an estimated weeks' worth of 
use). During their research, the sci- 
entists did discover a decrease in 
battery life after about 150 charges. 
They are working to figure out how 
to overcome this problem and fore- 
see batteries with this technology 
being readily available in the mar- 
ketplace sometime in the next three 
to five years. 
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SOLAR-POWERED 
CELL PHONES 

Solar power has been used in ev- 
erything from calculators and other 
simple devices to homes and ve- 
hicles, but so far there hasn't been 
a solid solar-power alternative for 
mobile phones. The Britain-based 
Molecular Solar ( www.molecularsolar 
.co.uk ), a startup with ties to the 
University of Warwick, has found 
a way to produce more than 4 volts 
of electricity out of an OPV (organic 
photovoltaic) cell, which is a record 
for batteries of this type. Perhaps 
the most exciting results of this tech- 
nological discovery, aside from the 
addition of solar power to smart- 
phones and other consumer elec- 
tronic devices, is the potential for 
longer battery life, the money saved 
producing the cells and the devices 
that will use them, and, ultimately, 
batteries that aren't as harmful to 
the environment. 

LIQUID METAL BATTERY 

When Bill Gates throws his weight 
behind a technology-related project, 
there's a good chance that it will 
be something special. His invest- 
ment in Liquid Metal Battery ( www 
.lmbcorporation.com ) is no different. 
On his blog, Gates posted an entry 
titled "We Need A Battery Miracle" 
in which he wrote about the need for 
high-capacity, low-cost battery alter- 
natives that can store the energy cre- 
ated by renewable energy sources, 
such as wind and solar power. And 
if his support of Donald Sadoway, 
the newly appointed CEO of Liquid 
Metal Battery, is any indication, he 
has found the type of technology that 
may work. 

The Liquid Metal Battery, which 
Sadoway had a hand in inventing, 
uses liquid metals of different den- 
sities to store as much energy as 
multiple, smaller batteries. Using 
this technology, batteries could be 
designed at almost any size to sup- 
port the storage needs of almost any 
energy source. There's no specific 



WINDOWS 8 DESIGNED TO IMPROVE BATTERY LIFE 

Microsoft has been uncommonly open with the development process of its 
newest operating system, Windows 8. And a new post on the company's 
Building Windows 8 blog sheds some light on Microsoft's attempt to in- 
crease the energy efficiency of its software, which in turn should improve the 
battery life of Win8 devices. Microsoft has split its energy efficiency initia- 
tive into three goals. The first is to standardize power consumption across 
all platforms without sacrificing performance, whether it's a laptop, tablet, 
smartphone, or gaming PC. The second is to build on the battery life im- 
provements made in Windows 7. And the third is to take the low-power idle 
technology of smartphones and apply that to other PCs. 




According to Microsoft, Windows 8 should help improve overall battery life of laptops, desktops, 
tablets, and smartphones using power reduction technology and better energy efficiency. 



timetable on when these types of bat- 
teries might be available, but Sadoway 
is confident that rather than needing 
the miracle Gates suggested, it will 
just take a little engineering to get the 
technology where it needs to be. 

ENERGY-EFFICIENT 
MICROCHIPS 

Nanyang Technological University, 
based in Singapore, recently held 
the International Symposium on 
Integrated Circuits 2011, a tech- 
nology competition where teams 
raced to design environmentally 
friendly and innovative microchips 
for use in multiple applications. 
The winning solution, submitted 
by the Institute of Microelectronics, 



is a small microchip designed to 
travel through a patient's blood- 
stream and give doctors informa- 
tion related to abnormal blood 
flow and other similar conditions. 
According to Dr. Xue Rui-Feng, 
the leader of the winning team, the 
microchip is non-invasive and can 
transmit data wirelessly while still 
inside the body. The Institute of 
Microelectronics' microchip beat 
out more than 40 other submissions 
from around the world and earned 
a $10,000 prize for its submission. 
Another microchip, which won the 
competition's bronze prize, is an 
RFID reader that uses 35% less en- 
ergy than alternatives currently on 
the market. 
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Mobile Trend 



What To Expect In 20' 



Key 
Points 



Consumerization of IT, 
or BYOD (bring your 
own device), is becom- 
ing more pervasive 
as most enterprises 
grapple with employ- 
ees using unmanaged 
personal devices for 
secure work tasks. 



Tablet platforms will become 
increasingly enterprise- 
friendly. Apple continues to 
solidify its lead with the iPad 
while Android developers are 
in close pursuit. Microsoft's 
Windows 8 may prove to be 
the surprising dark horse in 
tablets for 2012. 



Powered by 
increasing device 
hardware capabili- 
ties, developers will 
harness rich media 
in order to make 
mobile data more 
accessible, intui- 
tive, and useful. 




bility of 



able enterprises to shift from 
having sensitive corporate 
data reside on mobile de- 
vices to having that data in 
the cloud. This will enhance 
data security making the data 
more useful to workers. 



Slates or tablets? Ultralights 
or ultrabooks? Cell phones 
or smartphones? Regardless 
of the specific niche that hap- 
pens to have sparked public imagi- 
nation at a given time, it's clear that 
most of the industry's rapid inno- 
vation is revolving around mobile 
computing. With so much change 
happening so quickly in mobile com- 
puting, it's important for enterprise 
managers and executives to stay 
abreast of current trends and con- 
sider how these may impact their 
own operations. 

It's easy to overlook the fact that mo- 
bility itself is a trend. Not long ago, one 



of the key reasons businesses bought 
notebook computers was because they 
consumed less space in a crowded tra- 
ditional office. But consider today's 
morphing office and the changes 
wrought by networking, particularly 
wireless networking. 

"The 'office' is no longer in the 
office," says Saar Gillai, CTO of HP 
Networking ( www.hp.com ). "It is an al- 
ways-on, 24x7 workforce connected by 
the Internet globally. In turn, workers 
today have a highly mobile lifestyle, 
which is equally good and bad for the 
enterprise. The new virtual workplace 
is powered by collaboration tools, mo- 
bile devices, and cloud-based services, 



but workers expect these to intemp- 
erate with any device and access any 
service, anywhere, anytime." 

MAKING PEACE WITH 
MANY DEVICES 

Gillai is referencing the acceler- 
ating trend of IT consumerization, 
or BYOD (bring your own device), 
whereby workers are allowed to use 
personal devices for work purposes. 
Throughout most of the history of com- 
puting, the enterprise market always 
had the most advanced technologies, 
some of which would then filter down 
to the consumer market. Now the situ- 
ation is reversing. Wireless networking, 
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broadband, online chat, 
tablet computing, and 
other technologies are 
filtering up to the enter- 
prise, forcing IT to try 
to maintain the supe- 
rior computing experi- 
ence workers enjoy at 
home when those same 
people are on the job. 

IT consumerization 
places new demands on 
the corporate network 
and new skill require- 
ments on IT. Gillai notes 
that the BYOD trend 
will force IT networks to 
find new ways to pro- 
vide employees with 
secure access to "uncon- 
trolled" work-related 
applications. Also, "IT 
needs more flexibility 
and to be able to roll out 
services more quickly, 
whether it is at work or 
on the go with mobile 
devices." 

Because of BYOD, 
it's becoming harder to 
differentiate between 
mobile tech trends 
from the enterprise 
and consumer worlds. 
Smartphones are an 
excellent example of 
this. BlackBerry devices 
were dominant in the enterprise for 
years, but now the fight is on between 
Apple's iOS and Google's Android OS 
(with Research In Motion's BlackBerry 
receding but still in play) for the hip 
holsters of information workers every- 
where. Signs point to Apple's Tim Cook 
being more amenable to addressing en- 
terprise needs than Steve Jobs was, and 
with more than 700,000 Android phones 
being activated every day, Android- 
based hardware vendors are searching 
for more ways to differentiate their 
wares while enterprises are calling for 
less software fragmentation. 

Cisco's recent Cius tablet and 
the Cisco Unified Communications 



» Activations By Device Type, March- June 2011 



By mid-2011 , iOS still had strong moment in the enterprise device field. Android 
phones continue to enjoy mounting popularity, but tablets using Google's platform 
were still struggling for firm footing. 
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Manager platform behind it are exam- 
ples of how this trend may manifest in 
the enterprise. While the 7-inch Cius is 
based on Android 2.2, its hardware has 
been optimized for high-performance 
video streaming, making it a better fit 
within Cisco's ongoing unified commu- 
nications ecosystem, which relies heavily 
on videoconferencing and Webex pre- 
senting. Cisco is taking a fairly standard 
device platform and tweaking it into 
niche differentiation for enterprises. 

Meanwhile, Cisco's AppHQ is an 
app market for the Cius that features 
conventional Android apps that have 
been vetted for stability and security. In 
fact, IT managers can opt to only make 
certain titles available to workers within 
AppHQ, including their own in-house 
applications. Since Google appears not 
to be putting any brakes on mobile soft- 
ware sprawl, it falls to third parties such 
as Cisco to harness the chaos and pro- 
vide boundaries that don't even exist in 
the iOS world yet. 

Mark Tauschek, a lead research ana- 
lyst with Info-Tech Research ( www.info 
tech.com ), notes that while Android may 
be hitting its enterprise security and 
management stride in 2012, Apple's iOS 
still has a dramatic lead in terms of mo- 
bile enterprise adoption. However, he 
notes that Windows 8-based tablets (but 



not Windows 8 desktops or laptops) 
should start to make a serious splash in 
enterprises this year. "With current Intel 
x86 architecture — and Ivy Bridge in the 
wings for 2012 — Windows 8 tablets will 
be much more compelling and tablet- 
friendly than previous generations," 
says Tauschek. "We're going to have 
the same sorts of enterprise applications 
running on tablets that we've enjoyed 
on Windows 7 desktops." 

Apart from compatibility issues 
within a given mobile platform, enter- 
prises trying to support BYOD must 
also contend with inter-platform frag- 
mentation. Many enterprises don't want 
the headache of trying to support every 
possible mobile platform, which is why 
another trend is to harness mobile Web 
sites and services rather than client-side 
applications. 

"Between the rapidly growing popu- 
larity of QR codes, changes in app de- 
velopment practices, and an expanded 
number of search avenues, a solid mo- 
bile-friendly Web presence is ever more 
important," says Josh Lovison, a digital 
strategy consultant. "In 2011, Facebook 
vastly improved its mobile Web inter- 
face, even making it the backbone of 
its app on iOS and Android. Twitter 
made its mobile site much more app- 
like using HTML5. Google is working 
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on revamping its suite of products with 
an aesthetic scheme that will work 
across mobile, tablets, and laptops. In 
2012, weTl see many more companies 
investing in their mobile Web presences, 
and, more importantly, the suite of tools 
available for [SMBs] to easily launch 
their own will improve." 

A CHANGING USER EXPERIENCE 

Lovison's assessment echoes the 
thoughts of Julie A. Ask, vice president 
and principal analyst with Forrester 




Research ( www.forrester.com ) , who notes 
that enterprises have been predomi- 
nantly focused on mobile phones and 
some tablets. However, companies are 
realizing that there will be even more 
devices and device types, and focusing 
on the hardware might miss the bigger 
issue. Now it's time for companies to 
think more holistically about portable 
devices, with a new emphasis emerging 
on the experiences those devices enable. 
"Having mobile services is no longer 
enough," says Ask. "Attention will 
shift to how well the experiences work. 
You'll see a trend toward more focus on 
a great user experience." 

One of the ways in which this ex- 
perience will be enhanced is through 
improved targeting. Companies will 
optimize content according to context. 
Many people associate such develop- 
ments with targeted advertising, but 
enterprises may employ the same 
technologies for a wide range of uses. 
Consider tablets in hospitals that auto- 
matically bring up the correct patient re- 
cords based on what room the user is in 
or data that is only available to a given 



user based on location, such as within a 
data center or conference room. 

Part of this increasing emphasis on 
the user experience will be accelerating 
adoption of rich media for mobile de- 
vices. Ask predicts that "phones will be 
used more to engage with the physical 
environment. Folks will use interactive 
2D, augmented reality, etc." in order 
to make data more intuitive and ap- 
plicable in the real world. This will be 
doubly needed since the next wave of 
smartphone users will not be the early 



Cisco's Cius tablet 
is one example 
of how device 
manufacturers are 
gradually making 
Android devices 
more secure and 
functionally suited 
to enterprise 
environments. 



adopters and so may lack the technical 
savvy used by existing workers in over- 
coming mobile interface limitations. 

Another trend within the mobile de- 
vice experience revolves around data 
storage, specifically the move to keeping 
data in the cloud rather than locally. "In 
the mobile space, it's finally becoming 
practical to store things in the cloud 



Mobile OS Market Share 



Late 2011 showed iOS starting to fall 
from 60%+ share as Android and Java 
ME gain ground, further complicating the 
device management scene for IT. 
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and have them available to you ubiq- 
uitously, " says Tauschek. "You have 
services like Box that are enterprise- 
manageable and able to store corporate 
data rather than have it stored directly 
on the device." 

Of course, ubiquitous access to cloud 
data means having consistent high- 
speed wide-area networking. With 
Verizon leading the charge into wide- 
spread LTE, and WiMAX still a viable 
4G option in some regions, the shift to 
real 4G and its attendant advantages 
for mobile business computing (as 
well as the richness of the media being 
streamed) are finally arriving. 

EXPECT PARADIGM SHIFTS 

From an enterprise perspective, 
BYOD will likely be one of the most 
influential trends for the coming year. 
Coping with this will be one of ITs 
greatest challenges. According to Info- 
Tech Research, every user will bring 
what Info-Tech calls a PUD (personal 
and unmanaged device) into the 
workplace by 2013. IT folks raised on 
BlackBerry management may find this 
horrifying, but Info-Tech data shows 
that simply ignoring the problem will 
result in a 24% IT operational expense 
increase compared to implementing 
basic mobile device management. 
Managing the unmanaged is anathema 
to many IT groups, but it's essential for 
ongoing mobile productivity. 

'The IT world is rapidly changing 
due to above mentioned mobility 
trends, and networking has to evolve 
to be more agile and service oriented," 
says Gillai. 'To address these changes, 
customers will need to focus less on 
managing infrastructure and more on 
connecting users to applications." 

Perhaps the biggest mobile trend of 
all for 2012 is the ubiquity of all things 
mobile. The race is on to liberate pro- 
ductivity from locality so that work can 
be done (and managed) from anywhere. 
To a limited degree, this is already pos- 
sible. The trick is to make user expe- 
riences more natural, and thus more 
productive, while containing back-end 
IT costs. 
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With the increasing avail- 
ability of teleconfer- 
encing technology, 
including videoconfer- 
encing, online collaboration, and other 
solutions, it's easier than ever to connect 
employees to customers and to one an- 
other. But some companies are now let- 
ting their employees work from home 
using these same technologies. Business, 
in general, is moving further into the 
mobile realm, which means that smart- 
phones, tablets, and laptops are making 
it possible for employees to be away 
from the office but still be efficient and 
productive. Although telecommuting 
has its benefits, such as allowing em- 
ployees to deal with family-related is- 
sues while still being able to work, it 
also has drawbacks that companies and 
employees must consider. 

From the business side, there has 
to be a change in management style, 
"because you can't wander over to an 
employee's desk and see what they're 
doing," says TJ Keitt, senior analyst at 
Forrester Research. 

For telecommuting to work, Keitt 
says employees must be self-motivated 
because there can be multiple distrac- 
tions in home life that wouldn't neces- 
sarily occur in the office. We explored 
the pros and cons of telecommuting, 
as well as a variety of teleconferencing 
technologies that may help improve 
the experience and counteract some of 
the disadvantages. 

POSSIBLE BENEFITS 

A sense of freedom. Telecommuting 
is suitable for some occupations, such 
as customer service representatives or 
employees that are self-starters, because 
it lets them perform all of their tasks 
from their home and, in many cases, set 
their own hours. There is also the added 
benefit of being at home for important 
life events without needing to sacrifice 
time off from work, which can also be a 
plus for companies. 

Some employees see telecommuting 
as a perk because it provides a bal- 
ance between home life and work, ac- 
cording to Russ Colbert, U.S. Federal 



Government market di- 
rector at Polycom (www 
.polycom.com ). Keitt also 
says that some em- 
ployees see telecom- 
muting as "trust from 
the organization that 
you are going to work 
productively." And if al- 
lowed to telecommute, 
the employee may also 
feel a sense of loyalty to 
the company because 
they are trusted to have 
that freedom. 

Increased avail- 
ability and efficiency. 
Keitt referred to the 
2010 event known as 
"Snowmageddon" that 
occurred in Washington, 
D.C., as one possible mo- 
tivator for allowing em- 
ployees to telecommute. 
Government employees 
and other workers were 
unable to make it in to 
their work places be- 
cause of difficult weather conditions, 
which resulted in a sharp decrease in 
productivity that almost put an entire 
district at a standstill. To avoid a similar 




TJ Keitt 

senior analyst, 
Forrester Research 



"If you talk to compa- 
nies that are rolling 
out telecommuting, 
they use it as a way to 
be less geographically 
focused in their hiring 
practices. Ihey are 
looking at this as a 
way to be able to hire 
an individual regard- 
less of where they 
work and save money 
on moving costs." 



situation from happening 
in the future, the govern- 
ment started installing 
telecommuting products 
in employees' homes so 
that weather and other 
potential emergencies 
wouldn't prevent the 
government from run- 
ning effectively. 

If you give employees 
the option to telecom- 
mute, then it is neces- 
sary to implement new 
company policies. Keitt 
recommends having 
the employee "agree to 
terms that are outcome- 
oriented," so it's easier 
to measure productivity 
while the employee is 
away from the office. This 
means setting deadlines 
and making sure that the 
employee sticks to them, 
regardless of when or 
where he works. 

Think globally. Keitt 
suggests that companies also take the 
idea of a global economy into account 
when deciding on whether to use tele- 
commuting. There are time zones and 



Polycom offers a variety of HDX 
Real Presence Ready products that give 
companies and their employees audio 
and videoconferencing capabilities, so 
they can collaborate with each other 
regardless of location. 
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a lot of miles between cities and coasts 
in the U.S. If you only hire employees 
from your immediate area or those that 
are willing to relocate, then it could limit 
your pool of potential workers. 

POTENTIAL PROBLEMS 

Management adjustments. One of 

the initial concerns of most companies 
that are inexperienced in using telecom- 
muting is how it will affect the capabili- 
ties of management. In traditional office 
environments, managers can interact 
with employees face-to-face. But with 
telecommuting, it may be impossible 
in some situations to have that same 
interaction. According to Colbert, "some 
managers fear losing control of their 
employees' workflows/' 

For managers, telecommuting re- 
quires adaptation. Instead of using 
their physical presence to motivate em- 
ployees, they may need to set more 
specific deadlines or ask for updates 
from workers throughout the workday 




Siemens' OpenScape 
Office lets employees 
share files with each 
other over a secure 
Web connection. The 
program is also com- 
patible with tablets 
and smartphones. 



to ensure they are completing tasks on 
time. But for some managers, making 
these adjustments can be difficult, 
which may lead to strained manger- 
employee relationships. 

A social and communicative di- 
vide. Many workplaces are built on the 
teamwork and collaboration of their 
employees. For these companies, it's 
important that workers have quick 
access to each other and to the same 
apps at all times. With telecommuting, 
there's always the potential that the 
distance could isolate employees and 



Cisco's TelePresence EX Series 
systems include an HD 
monitor and high quality 
camera that will allow for your 
employees to host teleconfer- 
encing sessions. It also doubles 
as a monitor, so companies 
don't need to invest in 
additional peripherals. 




be detrimental to work-based relation- 
ships and social interactions. 

"Companies do need to figure out 
how to create connections between 
workers, so they [can] collaborate in 
real-time and be more productive," 
says Keitt. "It's a question of how you 
build connections that allow business 
culture to be perpetuated and form a 
bond between workers." 

Keitt recommends inviting office and 
telecommuting workers to have offsite 
meetings where they can get together 
and interact, but there are also solutions 
available that can help bridge the gap if 
an offsite meeting isn't an option. 

Tools to improve the telecommuting 
experience. The key to avoiding a nat- 
ural divide is to find a way to bring 
employees together using different 
products and services. But compa- 
nies must also give telecommuters the 
tools they need to work from home. 
For starters, your company may need 
to supply the telecommuter with items 
to set up a home office: a desktop com- 
puter or laptop and a phone (maybe a 
landline VoIP Web-based phone or a 
smartphone). From there, it's up to the 
company to decide what other solutions 
may help better connect employees. 

For instance, you can take advan- 
tage of teleconferencing solutions from 
companies such as Polycom, Cisco, 
and Siemens. Polycom's RealPresence 
Ready solution, Cisco's TelePresence 
System EX Series ( www.cisco.com ), and 



Siemens' OpenScape Office ( www.sie 
mens-enterprise.com ) and HiPath 3000 
unified communications products are 
a just a few examples of products that 
provide video and audio conferencing 
as well as Web-based collaboration. 

The company will also need to set up 
the infrastructure and systems needed 
to give the employee outside access to 
internal resources. This includes setting 
up a VPN (virtual private network) or 
taking advantage of Web-based apps, 
such as Dropbox and other sharing sites 
that telecommuters and in-house em- 
ployees can access. By combining mul- 
tiple solutions, you can compensate for 
the lack of in-person interaction and 
help build relationships between your 
employees and managers. 

DECISION TIME 

Ultimately, the decision to offer 
telecommuting as an option or not de- 
pends on how your company is struc- 
tured and whether it makes sense for 
your business needs. You may be able 
to offer telecommuting options to em- 
ployees who hold customer service 
and sales positions within the company 
or to everyone. You must first decide 
if you want to invest in the infrastruc- 
ture, products, and services it will take 
to make telecommuting possible. Then 
you need to look at your workforce and 
make sure telecommuting is a fit by 
weighing its potential advantages and 
disadvantages. 
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Prohibiting the use of per- 
sonal devices for work 
seems reasonable in theory. 
After all, allowing users 
to access the network and data with 
their devices from home would rep- 
resent yet another security risk for 
the IT department to worry about. 
However, the problem is that it is vir- 
tually impossible to enforce any kind 
of policy intended to stop workers 
from using their own devices. Users 
will continue to rely on their personal 
laptops, cell phones, and tablets for 
work even when they are aware they 
are violating policy when doing so. 

Workers increasingly use their per- 
sonal devices for work wherever they 
happen to be, whether at home, on 
vacation, or during the weekends. For 
younger workers who have used their 
smartphones interchangeably for work 
and play since college, they often find 
it is difficult to give up their favorite 
devices for company-issued ones. New 
employees are inclined to use their own 
devices with the software they need to 
do their jobs better. However, there is a 
solution: Make a policy. 



BYOD AS POLICY 

A BYOD (bring your own device) 
policy can address an IT department's 
security concerns about workers using 
their personal laptops, smartphones, 
and tablets for work. It can even help 
keep IT costs down. 




By now, most firms agree that a 
BYOD policy is necessary for 
keeping at-work device usage 
in check. According to Info-Tech 
Research ( www.infotech.com ), the 
overwhelming majority of all 
enterprises in the U.S. will have a 
BYOD policy in place within two years. 

"By 2013, I think we will be get- 
ting pretty close to when 100% of all 
[organizations] will have a BYOD 
policy, " says Mark Tauschek, an 
analyst for Info-Tech Research. 
"There will be very few excep- 
tions. Even banks, financial 
institutions, and the military 



Key 
Points 



Although not a new 
practice, BYOD (bring 
your own device) is 
becoming popular with 
many workers and 
employers. 



BYOD is the practice — 
whether sanctioned, tolerated, 
or banned — of workers using 
their personal smartphones, 
tablets, or other mobile de- 
vices for work. 



Instituting a 
BYOD policy 
goes a long way 
toward address- 
ing security 
concerns. 



Available software and 
services provide a variety 
of control options for 
managing employee- 
owned devices in the 
workplace. 
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» Mobile OS Support ^^^^^^^^^^^=^^^^^^^^^^^= 

Enterprises will need to accommodate more mobile operating systems as users ac- 
cess the network with different types of personal devices. The percentage of enterpris- 
es that support more than one mobile operating system should increase as a result. 

Percentage of enterprises that support more than one mobile operating system: 



are allowing people to connect with 
personal devices ." 

THE HIGH COST OF DOING 
NOTHING 

IT departments have three choices: 
accept BYOD, attempt to prohibit the 
use of personal devices for work use, 
or ignore the issue altogether. The last 
of these is the worst approach. For ex- 
ample, users might inadvertently leave 
sensitive company data on a smart- 
phone in the absence of a BYOD policy. 

Without a BYOD policy, the IT de- 
partment will spend more of its budget 
on problems associated with personal 
devices than it would if a policy were in 
place. According to Info-Tech Research, 
IT departments spend up to 24% of their 
budget fixing problems caused by ig- 
noring personal device use. IT depart- 
ments have to devote time to data-loss 
issues, such as attempting to recover cor- 
rupted files, or dealing with formatting 
errors, malware, network attacks, and 
other issues without a policy in place. 

Enterprises will also have to spend 
more money for audits and repairing 
damage (including reputation con- 
trol) that personal devices can cause 
when there is no plan in place. All it 
takes is the loss of a laptop storing cus- 
tomer credit card information to seri- 
ously harm a company's brand image. 
Meanwhile, the IT department often has 
neither a plan in place to address such 
a breach nor the capacity to delete the 
sensitive data remotely. 

"If you don't do anything, people 
are going to get around you anyway 
and get access to corporate data on their 
personal devices, whether it is intellec- 
tual property or confidential customer 
data. This data also gets lost or stolen/ 7 
Tauschek says. "If you fight BYOD, you 
are fighting a losing battle. If you ignore 
it, it will be at your own peril." 

MORE FREEDOM, 
SOME RESTRICTIONS 

Sound BYOD management in many 
ways mirrors mobile device security 
practices. In order to meet compliance 
regulations and to limit security risks, 



2010 -( 
2011 - I 

I 

0% 

Source: Info-Tech Research 



the right policy, infrastructure, and 
technologies must be in place to control 
access to enterprise data. It's also im- 
portant to control the kinds of applica- 
tions personal devices can access. 

As part of standard security proto- 
cols, BYOD users should not have full 
access to data in the way they might 
when using a workstation PC at the 
office that is protected by the corpo- 
rate firewall. Citrix, Good Technology, 
Mocana, and Nukona make applica- 
tions designed to provide remote yet 
limited network access. In some cases, 
these Web-based applications can be 
configured in such a way that data 
cannot be cut and pasted from the ap- 
plication to the remote device. "You can 
limit employees' access to only email 
and browsing types of applications 
for employees who use their own de- 
vices," says Ken Dulaney, an analyst for 
Gartner ( www.gartner.com ). 

Application access via personal de- 
vices can also be strictly controlled. 
"You must first classify the organiza- 
tion's needs and then the users 7 data- 
access requirements, to get a sense of 
where people belong," Tauschek says. 
"Then you look for the most econom- 
ical, safe, and secure way to do it with 
the technologies and policies available. 
With application or desktop virtualiza- 
tion, the data will remain in the data 
center and will only be accessed over an 
encrypted network connection." 

A single policy should also apply to 
all personal devices, whether they are 
smartphones, laptops, tablets, or other 
devices that connect to the network. 



100% 



The IT department should also manage 
the policy, which should be an exten- 
sion of its PC workstation management 
practices, Gartner says. The telecom de- 
partment, for example, should not be in 
charge of smartphone BYOD planning. 

The BYOD policy should "cover all 
devices and cover them under a single 
policy document. Failing to do so would 
leave the IT organization with hypo- 
critical policies," Dulaney says. "The 
telecom department can cut the contract 
with the carrier and can negotiate ser- 
vices, but the selection of the devices 
should be done by the [IT] group that 
manages endpoints." 

But while users will have more 
freedom to use a wider variety of per- 
sonal devices for work, enterprises still 
must impose hardware restrictions. 
The IT department may determine that 
some devices have operating systems 
that present more significant security 
risks compared to other alternatives. 
Applications that offer Web-based ac- 
cess to enterprise applications, for 
example, also aren't likely to accommo- 
date every OS or browser. A Web-based 
interface, for example, may not work 
with Internet Explorer but might work 
with Mozilla Firefox or Google Chrome. 

"You have to take a strategic ap- 
proach instead of expecting that any 
device will be fine, but there is a spec- 
trum of [possibilities]," says Stacy K. 
Crook, an analyst for IDC ( www.idc 
.com ). "There is a big difference be- 
tween forcing everybody to use one 
type of device and offering a range of 
devices they can use. They look at the 



PC Today / February 2012 45 



MOBILE OFFICE 

BUSINESS ON THE ROAD 




Mark Tauschek 

analyst 
Info-Tech Research 



"If you fight BYOD 
(bring your own de- 
vice), you are fighting 
a losing battle, if you 
ignore it, it will be at 
your own peril." 



different devices that 
are supported, then de- 
termine the ones they 
want to buy or [that 
they] already own." 

REMOTE WIPES 

As is the case with 
company-owned mo- 
bile devices, users will 
likely store some kind 
of work data on their 
mobile devices, despite 
software that prevents 
data from being copied 
from the Web-based ap- 
plication. For example, 
many users might carry 
customer lists and other 
contact information on 
their personal smart- 
phones wherever they 
go. One solution to help mitigate the po- 
tential security risks in this case is to use 
applications that can remotely delete 
data from devices. 

"No matter what, you are often 
going to have your mail, contact, and 
calendars on the devices with the associ- 
ated intellectual property and private 
information. You thus need to be able 
to remotely wipe the personal device 
when it is lost or stolen or when the em- 
ployee says goodbye to the company," 
Tauschek says. "But you also don't 
allow any other kinds of data to get on 
the device in the first place." 

Less invasive alternatives are also 
available. There is software, for ex- 
ample, that lets administrators essen- 
tially partition a device so that work and 
personal data can coexist. In this case, 
remote wipe capabilities can be set up 
to affect only the work portion of the 
device, thereby leaving personal apps, 
data, and settings untouched by IT. 

COST DYNAMICS 

Companies often save money by of- 
fering employees incentives to use their 
own resources for work-related reasons, 
especially when it comes to travel. It is 
common for enterprises, for example, 
to pay employees a per-mile rate to use 
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"[The BYOD policy 
should] cover all de- 
vices and cover them 
under a single policy 
document. Failing to 
do so would leave the 
IT organization with 
hypocritical policies." 




Stacy K. Crook 

analyst 
IDC 



"There is a big 
difference between 
forcing everybody 
to use one type of 
device and offering 
a range of devices 

they can use. " 



their own cars for business trips, instead 
of paying more for rental cars or plane 
tickets. For BYOD, the employer might 
agree to pay part of an employee's 
monthly smartphone bill and allow the 
employee to expense roaming, Internet 
access, and other costs when using the 
device for work. Cost-savings for the 
company can be had by not having to 
buy and service the device. "You are 
going to break even and you might even 
save a little bit of money [with BYOD]," 
Tauschek says. 

However, the IT costs associated with 
BYOD can still match those of a model 
on which workers only use company- 
provided devices and equipment. This 
is because investments are still required 
for the installation and management of 
software for BYOD management. "The 
devices, profiles, boundary conditions, 
etc. must all be provided and man- 
aged," Dulaney says. 

For the user, there are tradeoffs, such 
as having to rely on a carrier's tech sup- 
port service or the risk of not getting 
reimbursed if a device is lost, stolen, or 
damaged. But in exchange, the user can 
choose a device they prefer to use and, 
depending on how generous a com- 
pany's policy is, they might get reim- 
bursed for part of a monthly bill that 



they would have paid 
anyway. "For users who 
want to blame IT for any- 
thing that goes wrong, 
then you offer them the 
device and support," 
says Dulaney. "But if 
they want to go their own 
way, you offer the appli- 
cations with a browser for 
[online access] with their 
own devices." 

Enterprises will still, of 
course, continue to offer 
company-owned and 
-maintained machines 
and devices for in-office 
use. For the foreseeable 
future, corporations are 
not preparing to discon- 
tinue the use of the work- 
station- and server-based 
networks while forcing employees to 
purchase their own work equipment. 

"We are still a generation or so away 
from complete [BYOD adoption] al- 
though we are moving in that direc- 
tion," Tauschek says. "You can't have 
100% BYOD, because you can't force the 
employee who doesn't care about any of 
this to go out and buy their own laptop, 
tablet, and smartphone. You can't say 
'go out and bring it in.'" 

» BYOD & The Enterprise 



Most U.S. enterprises plan to eventu- 
ally put a BYOD strategy in place, but 
the vast majority of enterprises are not 
prepared for what Info-Tech Research 
calls personal or unmanaged devices in 
the workplace. 

Percentage of enterprises ready for 
personal or unmanaged devices: 



Not Ready 



Ready 




Source: Info-Tech Research 
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Consumer Advocates Move To Protect You 
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Key 
Points 



Current 4G service varies 
considerably in speed, cov- 
erage, reliability, and cost 
among mobile carriers, and 
none of the services meet 
the final standard of 4G. 



Committees in both houses of 
Congress are evaluating bills 
that would require carriers and 
the FCC to provide ongoing 
information on the terms and 
conditions of 4G services. 



Carriers are opposed 
to these conditions 
and assert they could 
have chilling effects 
on the development 
of true 4G. 



Some studies show that 
mobile phone users fre- 
quently do not know what 
type of service they have, 
at least in part due to con- 
fusing 4G advertising. 



Despite the fact that 
the ITU (International 
Telecommunications 
Union; a standards 
body) has established 
100Mbps as the minimum data 
transfer speed for 4Gps mobile de- 
vices, maximum speeds for the cur- 
rent crop of 4G devices are nowhere 
near those levels. Furthermore, 
speed, coverage, and other service- 
related elements of 4G vary widely 
from one carrier to another. 

Now, some Congressional repre- 
sentatives and consumer advocacy 
groups assert that the 4G landscape 
is too confusing. They say users 
need ongoing disclosure regarding 
the terms and conditions of their 
advanced wireless mobile broad- 
band service. 

THE DISCUSSION HEATS UP 

The first member of Congress to 
formally move to protect consumers 
was Rep. Anna Eshoo, D-Calif., 
who in June 2011 introduced H.R. 



2281, the Next Generation Wireless 
Disclosure Act. Late last year, Sen. 
Richard Blumenthal, D-Conn., 
brought the Senate into the discus- 
sion with S. 1695: Next Generation 
Wireless Disclosure Act. 

Both bills aim to help con- 
sumers understand what 4G is and 
isn't on a carrier-by-carrier basis. 
If these bills pass, carriers would 
be required to provide point- 
of-sale and in-bill disclosure of 
minimum speeds, network reli- 
ability and coverage, and pricing 
for 4G services. Additionally, 
the FCC (Federal Communica- 
tions Commission) would evaluate 
and generate a comparison table for 
consumers that details the 4G speed 
and pricing of the top 10 U.S. wire- 
less carriers. 

As of this writing, the Congres- 
sional update service reports both 
bills are "in committee," meaning 
that they have been referred to 
committees within their respec- 
tive houses of Congress. (Eshoo's 



bill was referred to the House 
Energy & Commerce Committee; 
Blumenthal's bill went to the 
Committee on Commerce, Science, 
and Transportation.) Most bills 
and resolutions never make it out 
of committee to general debate 
on the Congressional floor. How- 
ever, both of these bills may have 
real staying power, because they 
have already generated significant 
discussion throughout the wire- 
less community. 

MARKETING OR 
MANIPULATION? 

Trouble has been brewing since 
late 2009, when Sprint began adver- 
tising its WiMAX-based 4G service. 
With average download speeds of 3 
to 6Mbps, the service was radically 
faster than 3G but nowhere near the 
ITU's 4G specification. Things really 
heated up when Verizon debuted 
its 4G LTE (Long Term Evolution) 
service, followed by AT&T's LTE 
service and T-Mobile's HSPA + 
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(Evolved High-Speed Packet Ac- 
cess) service. 

Now, it seems, you can't turn on 
the television or pick up a newspaper 



without seeing an ad- 
vertisement for a 4G de- 
vice, yet the debut of true 
4G is still at least a year 
away. "LTE Advanced 
[the leading candidate 
for 4G in the U.S.] will be 
phasing in at the end of 
2012 to 2013," says Berge 
Ayvazian, senior consul- 
tant with telecom research 
firm Heavy Reading (www. 
heavyreading.com ) "LTE- 
Advanced devices will be 
available in late 2013, and 
anyone who has LTE at 
the present will be able to 
move to the network." 

LTE-Advanced is one 
of two standards (the 
other is WiMAX) the ITU 
has approved as true 4G 
technologies. However, as 
Ayvazian points out, cov- 
erage for LTE-Advanced 
initially will be far from 
ubiquitous. Reliability 
will be another factor, due to a lack 
of available spectrum (radio band- 
width) for mobile communications 
delivery. For more on this issue, 



refer to "Keeping The 4G Train From 
Derailing" sidebar. 

In the meantime, all the major 
carriers continue to advertise their 
slower, pre-4G services to the public 
as 4G, and the ITU has given its im- 
plied blessing to this practice, pub- 
lishing a report recognizing all these 
pre-4G technologies as essentially 
equivalent, valid paths to 4G. 

HEAVY HITTERS WEIGH IN 

This inaccurate branding of high- 
speed mobile broadband — and other 
issues, such as service outages and 
unannounced throttling, or reduc- 
tion of delivery speed — are what 
have Eshoo, Blumenthal, and other 
members of Congress fired up. These 
issues have also prompted several 
prominent groups to support the two 
wireless disclosure acts. "The Eshoo 
bill will . . . help people cut through 
the clutter so we can compare prices 
and options, and we can better under- 
stand what really constitutes 4G data 
service," stated Parul P. Desai, a rep- 
resentative of the Policy Counsel for 
Consumers Union (the nonprofit pub- 
lisher of Consumer Reports) in a press 
release posted on Eshoo's website. 



» Keeping The 4G Train From Derailing 



The analysts with whom we 
spoke regarding 4G agree 
that there is a larger elephant 
in the room than consumer 
disclosure. It's the lack of 
available spectrum for 4G 
mobile communications. The 
rapid uptake of smartphones 
and tablets, combined with 
users' appetite for streaming 
video and other bandwidth- 
intensive applications, is 
creating a spectrum crunch 
that could render the discus- 
sion about 4G speeds moot 
because it's possible that few 
will be able to enjoy them. 

So serious is the problem 
that in February 2011 , the ITU 



called for an "international 
commitment" to broadband 
development. "Mobile opera- 
tors have been investing bil- 
lions to upgrade and improve 
the capacity and perfor- 
mance of their networks, but 
in some high-usage cities 
such as San Francisco, New 
York, and London, we are still 
seeing users frustrated by 
chronic problems of network 
unavailability," says ITU (Inter- 
national Telecommunications 
Union) Secretary-General Dr 
HamadounToure. 

A report from the ITU's 
Broadband Commission 
for Digital Development 



recommended multiple 
strategies, such as aggrega- 
tion of spectrum allocations 
into contiguous blocks and 
expanding fiber broadband 
network capacity, to which 
mobile broadband transmis- 
sions could be off-loaded. 

Because 4G mobile trans- 
missions must be Internet- 
based, they all route over 
traditional Internet back- 
bones (this stage of routing 
is called backhaul). Carrier- 
grade fiber backbones can 
carry nearly 10 times the 
amount of traffic as the 
older, twisted-copper-pair 
networks still in use in many 



areas, and they are opti- 
mized for IP-based traffic. 

"For lawmakers, the 4G 
discussion is very impor- 
tant because of the issues 
associated with spectrum," 
says In-Stat Chief Technol- 
ogy Strategist Jim McGregor. 
"Depending on who you listen 
to, we will run out of spectrum 
sometime between 2014 and 
2021. That means that the 
voice and data traffic over the 
networks will exceed all the 
potential wireless bandwidth 
we can put in place. Freeing 
up spectrum is one part of 
the equation to delaying this 
issue, but it will not solve it." 
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» Global Forecast For LTE Subscription Growth 



LTE subscription is predicted to skyrocket between now and 2016. 
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Note: Figures refer to year-end 



Source: Informa Telecoms & Media 



In the same press release, New 
America Foundation Open Tech- 
nology Initiative Director Sascha 
Meinrath complimented Eshoo for 
her attempt to reign in the "Orwellian 
doublespeak advertising " surround- 
ing speeds, coverage, reliability, and 
other issues. 

Some statistics indicate that 
supporters of these bills may have 
a good point. According to The 

Connected Consumer 

Survey 2012 by 
Analysys Mason 
( www.analysysmason 
.com ) survey released 
in December 2011, con- 
siderable confusion ex- 
ists regarding 4G. Per 
the report, half of re- 
spondents were uncer- 
tain what technology 
they were using, and 
46% of iPhone users 
thought they already 
had 4G service. (As 
of this writing, Apple 
has yet to debut a 
4G phone.) 

Furthermore, it's not 
hard to find support 
for the idea that service 
delivery and coverage 



information is confusing. "The majority 
of 3G/4G networks have placed data 
caps on customers' monthly access," 
says In-Stat ( www.instat.com ) Mobile 
Data Analyst Chris Kissel. "When a 
customer exceeds his data plan, there 
is either a surcharge for the overage 
or the speed with which the data is 
delivered is throttled back." Yet, the 
folks prominently revealing this infor- 
mation to customers are usually the 




Chris Kissel 

mobile data analyst, 
In-Stat 



"When a customer 
exceeds his data plan, 
there is either a sur- 
charge for the overage 
or the speed with 
which the data 
is delivered is 
throttled back." 




Jim McGregor 

chief technology strategist, 
In-Stat 



"For lawmakers, the 4G 
discussion is very im- 
portant because of the 
issues associated with 
spectrum. We will run 
out of spectrum some- 
time between 2014 
and 2021." 




Berge Ayvazian 

senior consultant, 
Heavy Reading 



"The CTIA and 
the operators they 
represent are against 
any form of legisla- 
tion or regulation 
that would create 
additional regulatory 
burdens." 



competitors of the offending carriers, 
not the ones imposing the limitations. 

Regarding coverage, even vaunted 
Verizon is feeling a squeeze from the 
rapid acceleration of mobile broadband 
adoption. Several times in the past 
year, portions of Verizon's network ex- 
perienced service outages, and users 
on Verizon's forums have lit up the 
boards with their dissatisfaction. "These 
are new networks, so you are going to 
have outages, and performance gaps 
are going to exist," says Ayvazian. "I am 
not surprised [that Verizon had] out- 
ages on [its] 4G network — what was 
more concerning was they were on the 
3G networks, as well." 



THE OTHER SIDE 

As you might expect, the carriers 
are not fans of these bills, and CTIA, 
the international association for the 
wireless telecommunications in- 
dustry, is against them, as well. "The 
CTIA and the operators they repre- 
sent are against any form of legis- 
lation that would create additional 
regulatory burdens," says Ayvazian. 
"Consumers can get the information 
[the bills] are asking for by requesting 
it at the point of sale." 

More importantly for consumers 

anxious to see true 4G, 

Ayvazian says, "the 
technology is con- 
stantly improving and 
evolving." As a result, 
he says, having to re- 
peatedly update printed 
materials would place 
a financial burden on 
the carriers that could 
negatively affect roll- 
out of true 4G. "This 
situation is temporary, 
since the market is rap- 
idly converging on LTE 
as the 4G technology 
standard. The more we 
can preserve the forces 
of competition in the 
market, the faster the 
current problems will 
be resolved." 
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Tablets & 

The Company Network 



When Security Is Top Priority 




As the last holiday season ap- 
proached, Amazon began 
shipping its new Kindle 
Fire and Research In Motion, trying 
to stay atop the wave, dropped the 
price on its PlayBook tablet to match 
Amazon at $199. The irony is that 
the one of the very few enterprise- 
slanted tablets on today's market was 
bending to curry favor with main- 
stream consumers. Could it be be- 
cause consumers now control what 
mobile devices are being endorsed 
by IT? 

According to recent data from 
iPass, iPhones have displaced 
BlackBerry devices as the leading 
smartphone among mobile em- 
ployees while tablet ownership in in 
this group grew from 33% to 44% 



over the last half of 2011. Users are 
now dictating device usage, and IT 
is following behind trying to make 
the best of an inherently chaotic situ- 
ation. What should managers and 
CIOs focus on in order to keep users 
happy and the company safe? 

PROBLEMS WITH PERFECTION 

Without question, the benefits of 
employees supplying their own mo- 
bile devices can be considerable for 
general user satisfaction and IT cap- 
ital budgets. However, the so-called 
BYOD (bring your own device) trend 
has deeper flaws than simply a multi- 
plication of platforms to manage. 

'The BYOD movement is really 
a nightmare for CIOs/' says Roberto 
De La Mora, Cisco's ( www.cisco.com ) 



senior director of unified communica- 
tions platforms and endpoints, "because 
what they need are devices that can be 
secured, provisioned, deployed, and 
managed across the enterprise. None of 
the consumer devices available today 
were built for that. So CIOs build their 
own set of add-on applications that 
allow them to secure and manage the 
devices, to 'stitch' together the appli- 
cations that would offer some kind of 
basic functionality and integration of 
the enterprise environment and applica- 
tions on these devices. Meanwhile, they 
pray that their users will follow their 
guidelines and policies since they can't 
really do anything else about that." 

The alternative has been to turn 
to Research In Motion's BlackBerry 
PlayBook. The same factors that made 
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BlackBerry such a staple within enter- 
prises — robust encryption, a network 
operations center-style security model, 
functioning essentially as a VPN ap- 
pliance — carries over to the PlayBook 
tablet. However, the RIM tablet has 
these features because it piggybacks 
on a BlackBerry, essentially borrowing 
the smartphone's security via teth- 
ering. Secure data is only viewed on 
the tablet; the data never actually gets 
stored locally on the PlayBook. This is 
great for enterprise data security if the 
user has a BlackBerry present. 

Now, Android and iOS devices 
aren't the antithesis of security. Both 
support HTTPS connections out of the 
box, and this can provide a base level 
of security. But as De La Mora notes, 
there are still issues of policy enforce- 
ment to solve. Good Technology ( www. 
good.com ) is one successful third-party 
provider of ways to bolt enterprise 
security onto insecure consumer de- 
vices. For devices such as the iPad, the 
company's Good For Enterprise - iOS 
delivers on-device and over-the-air en- 
cryption and safe access to corporate 
applications and intranets. By using a 
container-based approach to segregate 
the consumer's data and apps from 
those of the enterprise, IT can manage 
its own portion of the consumer device, 
even performing a remote wipe of the 
container if necessary. 

"Our vision is not to deliver email 
and PIM data, which is the most basic 
of enterprise tools," says Dimitri 
Volkmann, vice president of enter- 
prise product management at Good 
Technology. "We also want to provide 
device collaboration. You need to col- 
laborate not just on calendars but also 
on the intranet. We put in a browser 
to reach this intranet data, and IT con- 
trols all of the security and information 
within this container." 

CHANGE IS COMING 

Research in Motion has reiterated 
its commitment to the PlayBook, even 
while dropping the price for the de- 
vice from $500 to $199. Apple and 
Google have made no bold moves 



aimed at better suiting 
enterprise buyers. But 
there is still plenty of 
room for the market 
to develop enterprise- 
suited tablet solutions. 
Perhaps the most 
promising example is 
Cisco's recent release 
of the Cius, priced at a 
formidable $700 for a 
7-inch screen design. 

Rather than try to 
position Cius against 
the iPad or any of the 
many other Android 
tablets, Cisco main- 
tains that the device is 
foremost a collabora- 
tion and conferencing 
tool — an endpoint in 
its mounting telepres- 
ence efforts. The Cius 
may become a consoli- 
dation tool for other 
devices; for example, it can become 
the "brains" and display of an of- 
fice phone by docking with an op- 
tional media station. De La Mora also 
makes the case for Cisco providing 
complete management out of the 
box. Whereas a MDM (mobile de- 
vice management) platform such as 
Good's may require users to first in- 
stall all of their apps, then install the 
MDM product — with all provisioning 
done one device at a time — the Cius 
will use its first Wi-Fi connection 
to sync with the enterprise server, 
download the latest image approved 
by IT, and install all of the desired 
apps and policies automatically. 

"If the user installs a bunch of ap- 
plications that are going to be insecure 
for the device, I as the admin can erase 
them without intervention," says De 
La Mora. "I can lock the device in a 
way that they cannot even go to the 
[Android] Marketplace if I don't want 
them to. I can have them see only the 
applications that I want and keep them 
updated without bothering the user to 
spend time performing udpates. With 




Roberto De La Mora 

senior director 

of unified 
communications 

platforms and 
endpoints, Cisco 



"The BY0D movement 
is really a nightmare 
for C/Os because what 
they need are devices 
that can be secured, 
provisioned, deployed, 
and managed across 
the enterprise." 



give them the device, and 
you're done. One click, no 
MDM required. That's the 
difference." 

Of course, while com- 
panies such as Cisco 
may create a better out- 
of-the-box experience 
for IT, businesses will 
still have to merge their 
line of business apps 
with tablets. Imagine 
Oracle data coming 
from a sales system and 
tying into management 
expense software. One 
in-house app might be 
able to integrate these 
pieces seamlessly and 
make it available for 
tablet access, but how 
will the security of 
seeing the data happen 
at the device level? This 
is where mobile app de- 
velopment plays a key role along- 
side tablet adoption. 

"It's about having the applications 
touching your critical data be as se- 
cure as possible," says Christopher 
P. Willis, chief marketing officer at 
Pyxis Mobile ( pyxismobile.com ), which 
creates mobile app development plat- 
forms. "You need multi-level security 
at the authentication level, transfer 
level, and server level to make sure 
that you're completely secure. A 
lot of the past year's big breaches 
haven't been through email and cal- 
endaring data. They've been through 
Web apps that store customer data in 
a resident database on the device in 
a less than secure manner. It comes 
down to strong security at the appli- 
cation level." 

In Gartner's ( www.gartner.com ) 
"Tablets in the Enterprise, March 
2011," research vice president David 
A. Willis notes that "By 2013, 80% of 
businesses will support a workforce 
using tablets." Just make sure that 
your workforce adopts this technology 
in a way that will keep data safe and 



Cius, you define the user's profile, workers increasingly productive. 
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Tablet Updates 

You interact with your tablet's operating system every day, so you 
don't want to be left out of the loop when developers roll out intui- 
tive new changes. Because we know you have other priorities, we 
researched the latest OS (and firmware) updates so your mobile 
device is an always-ready digital sidekick. 




atmg system, 
its available a 



APPLE'S I0S 5 MAKES THE IPAD 
EVEN BETTER 

The newest release of Apple's mo- 
bile operating system adds even more 
helpful features to the iPad, in addition 
to the iPhone and iPod touch. Although 
some of the additions aren't blatantly 
business-related, there are many new 
features that will be helpful for busi- 
nesspeople and consumers alike. 

More ways to connect. Among iOS 
5's new applications is iMessage, which 
lets you communicate with your con- 
tacts by sending unlimited text mes- 
sages, as well as photos, videos, and 
other information that can be tracked 
with delivery receipts. And because iOS 
5 is spread across multiple devices, you 
can start a conversation on your iPhone 
and finish it on your iPad. 

Better task managment. The new 
Reminders lets you view your to-do 




Apple's iOS 5 adds new features and functional- 
ity to the iPad and iPad 2, including the Notifica- 
tion Center, the Reminders app, and several 
other overall improvements. 



list at any time side-by- 
side with a two-month cal- 
endar, so you'll know your 
schedule for any given date 
to plan ahead. Reminders is 
compatible with Outlook, 
iCal, and iCloud. 

Less obtrusive alerts. 
Apple made improvements 
to its Notification Center, so 
it's easier to find and keep 
track of emails, calendar 
events, reminders, and 
messages. Just touch the 
time and information bar 
at the top of the iPad and 
swipe down to reveal all of 
your newest notifications 
in one place. You can also 
access the Notification Center from the 
lock screen. 

Read all about it. Newsstand is a 
great way to read and manage your 
newspaper and magazine subscrip- 
tions. All of your downloaded issues 
will appear on the virtual bookshelf, 
and the app will let you know when 
new issues are available. Updates occur 
in the background when an Internet 
connection is present. 

Other helpful improvements. In ad- 
dition to Mail, Calendar, and Safari im- 
provements, iOS 5 unlocks the ability 
to sync data via a wireless connection. 
With the help of iOS 5's added Wi-Fi 
capabilities and iCloud, you can down- 
load OS updates straight to your de- 
vice and back up your iPad's content 
without connecting to a computer. 




THE FIRST ICE CREAM 
SANDWICH TABLET 

MIPS Technologies, along with 
Ingenic Semiconductor, recently an- 
nounced the first-ever tablet with 
Android 4.0, dubbed Ice Cream 
Sandwich, built in. The Novo7 sports 
a 7-inch LED screen as well as a 0.3MP 
front-facing camera and 2MP rear-facing 
camera. This Ice Cream Sandwich tablet 
features Wi-Fi and 3G networking capa- 
bilities, a 1GHZ processor, and storage 
options of 4GB, 8GB, and 16GB. It also 
supports full 1080p HD video and pro- 
vides up to eight hours of battery life. 
Although the Novo7 is currently only 
available in China, MIPS Technologies 
plans to release the tablet in other 
markets, including the United States, 
in 2012. 



52 February 2012 / www.pctoday.com 



MOBILE OFFICE 

BUSINESS ON THE ROAD 



Top 
Tablet 
Apps 




There is a seemingly endless supply of apps available for 
today's popular tablet platforms. In these pages, we have 
selected some of the best tablet apps for business, produc- 
tivity, and travel. You'll find a mix of apps that are new or 
have been recently updated and apps that have stood the 
test of time and received high ratings from users. 



AWESOME NOTE HD 

>iOS | $4.99 | 31.4MB 

BRID's Awesome Note HD (Rel. 
Nov. 23, 2011) is a highly customiz- 
able note-taking app that adds a little 
bit of color to the basic notepad for- 
mula. You can create and customize 
note folders with multiple colors and 
icons for easy categorization. You 
can also change the background, ex- 
periment with different fonts, and 
much more. Awesome Note HD lets 



you attach images to notes, create 
to-do lists, set up notifications for 
specific tasks, and transfer or send 
notes via Wi-Fi, email, or SMS mes- 
saging. And if you ever need to find 
something within your notes, full 
text search is supported. 

BATTERY GURU 

>BlackBerry | $0.99 | 270KB 

One of the most common issues 
facing tablets, and many other 
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devices, is battery life. After all, 
your tablet isn't truly portable un- 
less you can use it for long periods 
of time without charging it. That's 
why Engenuity created Battery Guru 
(Rel. Dec. 6, 2011). Engenuity's app is 
designed to tell you everything you 
need to know about your BlackBerry 
PlayBook's battery. It will display the 
health of your battery, show you ex- 
actly how long it will take to recharge 
the battery, and help you manage the 
power consumption of your tablet by 
collecting energy-related data. And 
Engenuity designed the app in such a 
way that it will not drain extra power 
from your tablet's battery. 

BREEZY 

>iOS | Free | 6.9MB 

Breezy (Rel. Dec. 22, 2011) is an iOS 
app from BreezyPrint that lets you 
wirelessly print a document from 
your mobile device on a nearby 
printer. There are three ways to 
print using Breezy. You can print 
to public printers included in the 
Breezy Partner Network, print to 
your home printer using Breezy's 
free Connector software, or print to 
your company's printers. In order 
to print from a company printer, 
your business must subscribe to the 
Breezy corporate plan, which you can 
sign up for at Breezy.com. You can 
also send faxes using the app, but 
you have to pay for them separately. 
Plans and pricing information are 
available at the company's website. 
Breezy is also available for Android 
and BlackBerry. 

CHECKLISTS 

> BlackBerry | $0.99 | 945KB 

Sometimes to-do lists and calendars 
aren't enough to remind you of ev- 
erything you need to do in both your 
business and personal life. Eugene 
van Kampen's Checklists (Rel. July 
5, 2011) app for the BlackBerry 
PlayBook lets you fill lists with 



different tasks and reminders, such as 
talking points for meetings or items 
on your grocery list that you can then 
check off after you complete them. 
Categorize checklist items, add due 
dates, and more. 

EASYSIGN 

>iOS | Free | 7.9MB 

Glykka's EasySign (Rel. Dec. 22, 
2011) is a free-to-download app that 
lets you sign documents in a va- 
riety of formats, such as PDF, Word, 
Excel, HTML, and others. All you 
have to do is load the document 
and then write your signature with 
a stylus or your finger. You can set 
a passcode for the app so no one 
else can have access to your signa- 
ture or the documents. EasySign 
lets you sign unlimited documents 
for $9.99, but you can choose to pay 
for three to 20 documents ranging 
from $0.99 to $6.99. The app is also 
available for Android devices. 

EXPEDIA HOTELS 

> Android | Free | 3.5MB 

Expedia Hotels (Rel. Dec. 8, 2011) is a 
mobile version of the hotel portion of 
Expedia's travel website and is avail- 
able for both Android and iOS de- 
vices. Using the app, you can search 
through 130,000 hotels, compare 
prices, and book a room. There are 
hi-res images of the hotels available 
so you can decide which one has the 
amenities you prefer. Use the GPS 
function to find hotels in your imme- 
diate area and read reviews to pick 
the best hotel for you. 

FILE MANAGER HD 

> Android | Free | 1.3MB 

Some tablets don't have a dedicated 
file management system that makes 
it easy to look through the different 
items stored on your device. File 
Manager HD (Rel. Nov. 20, 2011) 
from Rhythm Software lets you cat- 
egorize different folders and fill them 
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with images, music, and other files 
stored on your computer. You can 
search for and share files, browse files 
in a list or grid view, and compress 
or decompress files. File Manager 
HD was tested on the Motorola 
Xoom and is designed to work with 
Honeycomb tablets. 

NEWSR 

> Android | Free | 496KB 

An RSS feed is a great way to keep 
track of all of the Web stories that are 
most important to you, and Newsr 
(Rel. Dec. 9, 2011) from Locomo Labs 
lets you read them more easily and 
with a dedicated interface. Newsr 
works with your Google Reader 
RSS feeds and is designed for 
Honeycomb tablets. You can read 
full articles in portrait or landscape 
mode and view Flash-based videos 
all from within the app. Newsr also 
lets you share articles using popular 
social networking sites. 

REMOTIX 

>iOS | $9.99 | 16.6MB 

Nulana's Remotix (Rel. Dec. 18, 
2011) is a VNC remote access app 
for iOS and Android that gives you 
full access to Windows, Mac OS X, 
and Linux computers. Read through 
documents stored on your computer, 
watch videos, or edit pictures. Mac 
users can select a display mode, 
change quality depending on Internet 
connection speed, and use VNC 
Password and Mac OS X authenti- 
cation for security. Windows and 
Linux users can connect to RealVNC, 
TightVNC, and Ultra VNC servers, 
use keyboard shortcuts, and more. 

TIBBR 

>iOS | Free | 3.8MB 

TIBCO Software's tibbr (Rel. Dec. 19, 
2011) iPad app is a mobile version 
of the enterprise-designed social net- 
working service; tibbr apps are also 
available for Android and BlackBerry 



tablets. Instead of only following 
people, you can keep track of specific 
subjects. With this feature, you are 
able to filter the inflow of informa- 
tion to receive only what is pertinent 
to you. You can connect tibbr to your 
company's customer support or sales 
automation systems to track the data, 
as well. And TIBCO offers security 
and encryption within the app to pro- 
tect your sensitive data. 

TOUCHDOWN HD FOR TABLETS 

> Android | Free | 4.9MB 

Tablets usually have built-in email 
apps that can handle corporate email 
accounts, but for some, a third-party 
dedicated app may be a better al- 
ternative. NitroDesk's TouchDown 
HD for Tablets is an Android app 
that lets you sync email, contacts, cal- 
endars, and tasks with security and 
encryption in place to prevent lost 
or stolen data. TouchDown HD also 
supports Exchange ActiveSync so 
you'll never be out of the loop. The 
free version of the app is a 30-day 
trial, but you can purchase a license 
inside the application for $19.99. 

WORKDAY FOR IPAD 

>iOS | Free | 7.4MB 

If you want to use a social net- 
working site or other similar ser- 
vice to help employees keep track 
of one another, but Facebook, 
Twitter, or Google+ aren't enough, 
you may want to consider Workday 
for iPad. As long as your company 
is a Workday customer, employees 
can use Workday to search through 
specific groups of people and find 
out what they are working on at any 
given time. In addition to looking at 
groups of people, you can focus on a 
specific individual's profile, as well. 
To-do lists, approvals, notifications, 
and more are all at your fingertips. 
Workday for iPad gives users a pri- 
vate, inside view of their company 
and its employees. 
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Smartphone Updates 

You probably rely on your smartphone for many things, and with updates, you can 
improve both the efficiency and functionality of your mobile phone. Well detail newly 
released updates to help you maximize the use of your smartphone while you are on the 
road as well as keep you up-to-date on smartphone-related news. 



HTC FINDS AN APPLE PATENT 
WORKAROUND 

Although HTC recently 
lost to Apple in a user in- 
terface dispute, in which 
the U.S. International Trade 
Commission determined 
HTC was violating Apple's 
patents, the Android phone 
manufacturer has already 
found a workaround that 
should prevent its 
software from 
infringing on 
Apple's patents. 
HTC also has plans 
in place to work with 
Google and redesign its up- 
coming slate of Android smartphones 
to avoid future court appearances. 

ANDROID IS STILL NO. 1 OS 

In Android news, November fig- 
ures from comScore showed that 
46.9% of all smartphones in the 
United States sported Google's oper- 
ating system, marking a 3.1% growth 
in market share for the OS. Apple's 
iOS came in at second place, gaining 
1.4% to reach 28.7%. The next three 
smartphone operating system com- 
panies were RIM, Microsoft, and 
Symbian, which all saw losses of 
3.1%, 0.5%, and 0.3%, respectively. 

RIM PUSHES NEW OS'S 
RELEASE DATE BACK 

After learning that it wouldn't 
be able to name its new operating 



system "BBX" due to copyright 
reasons, RIM announced that 
the release of the new 
BlackBerry OS 10 will be 
delayed until late 2012. 
The company explained 
that the new release date 
was put in place because 




Apple won its patent 
dispute, but HTC has 
developed a workaround 
for its already released and 
upcoming smartphones. 



chipsets capable of 
running the OS at an op- 
timal level won't be released until 
the middle of the year. With this 
delay, it's possible that RIM could 
lose even more market share than the 
3.1% decline in November. 



SPRINT BOOSTS 
ITS 3G NETWORK 

Sprint made signifi- 
cant strides in 2011 to 
improve its nationwide 
3G wireless network, ac- 
cording to a press release 
from the company. Sprint 
says that the enhanced 



Sprint customers across the 
country may have noticed im- 
proved 3G speeds and network 
performance due to the com- 
pany's investments in 2011. 




Sprint^ 



network has resulted and will result 
in fewer dropped calls, faster mobile 
Internet speeds, and better overall signal 
strength for smartphones. Also in the 
release, Sprint said that it's still working 
on 4G LTE, which should be available to 
many customers in 2013. 



PHOTO LEAKS POTENTIAL WIN- 
DOWS PHONE RELEASE DATES 

WMPoweruser.com, a close fol- 
lower of news related to Windows 
Phone, recently discovered an image 
that shows the potential release 
phases of Microsoft's new Windows 
Phone 7 operating system. According 
to the image, the Mango phase is cur- 
rently ongoing and is meant to intro- 
duce customers to the OS and unlock 
new features. Following Mango is the 
Tango phase where Microsoft may 
release less expensive WP7 phones 
for customers that don't require such 
high-end features. It 
gets interesting for those 
entrenched in tech- 
nology near the end of 
2012, as Microsoft sup- 
posedly will start the 
Apollo phase and begin 
releasing high-end, full- 
featured smartphones. 
This information is 
subject to change, of 
course, but it should 
give consumers a good 
idea of where Windows 
Phone is heading in the 
near future. 



I I 



56 February 2012 / www.pctoday.com 



MOBILE OFFICE 

BUSINESS ON THE ROAD 






Top 

Smartphone 
Apps 



Choosing an app that fits your needs can be an over- 
whelming task as the number of available apps increases 
daily. We browsed a variety of websites and selected some 
of the best applications for business, finance, productivity, 
and travel. In the pages that follow, we highlight a mix of 
those that are new or recently updated. 



MULTI EDIT 

>iOS | $0.99 | 1.3MB 

Address books can overflow as 
quickly as inboxes, but Multi Edit 
(Rel. Dec. 20, 2011), by Yoni Tserruya, 
will organize your contacts as you 
create and edit them. Multi Edit sup- 
ports contact groups (to save and edit 
more than one contact at a time), lets 
you send messages and texts to con- 
tact groups, and helps you distin- 
guish duplicate names in addition to 
other common errors. 



PRINTJINNI 

> Android | Free | 1.6MB 

Offered as a free 30-day trial for new 
users, Thinxtream Technologies' 
Printjinni (Rel. Dec. 5, 2011) lets 
you wirelessly print photos, PDFs, 
Microsoft Office documents, and other 
files from your Android device on cer- 
tain Wi-Fi-capable printers. You can 
see print previews for Word, Excel, 
PowerPoint, PDF, and JPEG files. 
Printjinni supports printing from 
browser-based websites, as well. 
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SYNCPLICITY 

> Android | Free | 1.7MB 

Syncplicity (Rel. Nov. 15, 2011) for 
Android syncs and manages your files, 
folders, and other personal records 
across any PC, device, server, or cloud 
application. Browse folders — even the 
deleted ones — then upload media from 
devices and SD cards to Syncplicity. 
Check the News Feed feature to see a 
timeline of a Syncplicity activity. You'll 
need to have a Personal Edition (free) 
or Business Edition (starts at $45) ac- 
count to use the Syncplicity app. 

TEXT ANSWERING MACHINE 

> Android | $1.50 | 247KB 

Don't have time to compulsively 
reply to every text? You can use Text 
Answering Machine (Rel. Dec. 7, 
2011) from XStudio Apps to set an au- 
tomatic reply to incoming SMS texts 
(and calls). A widget lets you control 
your answering machine responses. To 
set recurring messages, you can create 
auto-schedules and exclusivity lists for 
particular contacts. 

SCAN TO SPREADSHEET 

>iOS | $2.99 | 0.6MB 

This app (Rel. Jan. 9, 2012) from Berry 
Wing promises to make creating 
spreadsheets with your mobile device 
as easy as scanning a document and 
emailing it. The app, which requires 
iOS 4.3 or later, creates spreadsheets 
suitable for inventory tracking, cycle 
counts, and other purposes using the 
iPhone's barcode scanner, and then en- 
ables emailing from the device using 
CSV or Microsoft Excel XML for- 
mats. The latest release also supports 
exporting to iTunes for file sharing. 

MICHAEL BELL 

>iOS | Free | 8MB 

If you routinely find your- 
self in need of various types 
of tax-related resources, in- 
cluding information involving 
services and savings, this app (Rel. 



Nov. 10, 2011) from developer Give 
The Dog A Bone is for you. In addi- 
tion to calculators for income, corpo- 
ration, and capital gains taxes, among 
others, the app provides tax tables 
relating to current capital allowances, 
capital gains tax, corporation tax, tax 
credits, and more. 

MASTER KEY— LOCK, PROTECT 
& MANAGE YOUR INFO! 

>iOS | $2.99 | 13MB 

This app (Rel. Dec. 20, 2011) from de- 
veloper Hung Tran helps secure the 
data stored on an Apple mobile device. 
Among the app's security features is the 
use of AES 256-bit encryption and the 
ability to create a pattern-based pass- 
code, in which a user gains access with 
the swipe of a finger. Users can alterna- 
tively create a traditional numeric code. 

B4 YOU BOARD 

>iOS | Free | 7MB 

From airport restaurateur HMSHost 
and developer Airside Mobile, this 
app (Rel. Oct. 11, 2011) aims to make 
it easy for busy, hungry travelers to get 
a bite to eat before boarding a flight. 
In addition to building menus into the 
app for breakfast, lunch, supper, and 
appetizers from various restaurants 
located in the Chicago O'Hare, JFK, 
and Minneapolis-St. Paul International 
airports, the app provides the option to 
pick up your grub at the restaurant or 
have it delivered at the gate. 
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ENHANCED EMAIL 

> Android | $9.99 | 980KB 

Enhanced Email (Rel. Jan. 3, 2012) is 
billed as a full-featured, lightweight 
email client that aggregates all of a 
user's email accounts into one place. 
In addition to integrating Microsoft 
ActiveSync technology, the app's fea- 
tures include full search abilities, 
custom fonts, third-party app support, 
inbound and outbound HTML support, 
push abilities for Exchange-based con- 
tacts and calendars, and customizable 
colors to categorize email accounts. 

ADOBE ECHOSIGN 

>iOS | Free | 0.8MB 

This app (Rel. Jan. 14, 2012) from 
Adobe lets iPhone and iPad owners 
access their EchoSign accounts directly 
from their device in order to legally 
sign documents via an e-signature. 
Users can send the documents from 
their EchoSign library, their device 
photo album, an email attachment, 
other apps, and some online storage 
accounts. Additionally, users can track 
the status of agreements in real time. 

SCRIBE 

>iOS | $2.99 | 2MB 

Charles Starrett's Scribe (Rel. Jan. 12, 
2012) provides a clean but powerful 
text editor. It includes an Easy HTML 
markup feature that relies on iOS's 
cut and paste menu to present users 
with standard markup options. Other 
app features include a custom version 
of Anonymous Pro; local file storage 
with iCloud and Dropbox support; 
Markdown support; the ability to ex- 
port via email; word, character, and line 
count; and an interface-free mode. 

GOOGLE VOICE 

>iOS | Free | 4.6MB 

This Google-developed app (Rel. Jan. 
9, 2012) lets Google Voice users access 
their account from an Apple device 
to send free text messages to other 
U.S.-based phones. The app also lets 



users make international phone calls 
at lower rates, access voicemail mes- 
sages with complete transcriptions, 
and place phone calls using a Google 
Voice number. The latest version of 
this app improves the reliability of 
outbound calls. Currently, Google 
Voice is only available to U.S. users. 

PAGE0NCE 

> Android | Free | 3.2MB 

This highly regarded app (Rel. Dec. 
29, 2011) from Pageonce provides the 
means to automatically track and pay 
bills from unlimited accounts using 
one application. In addition to re- 
ceiving bill due date reminders in the 
app, Pageonce provides users with 
account notifications; real-time alerts; 
credit and debit card monitoring; in- 
vestment portfolio tracking; frequent 
flyer miles and rewards monitoring; 
and the ability to view mobile, text, and 
data usage information. 

C0NTR0L4 MYH0ME 

> Android | Free | 11MB 

This app (Rel. Dec. 14, 2011) from 
Control4 is designed for users with a 
Control4 automation system in their 
home. The app lets users remotely 
control audio systems, lighting, 
heating and air conditioning, web- 
cams for remote camera viewing, se- 
curity systems, and other in-home 
functions directly from a smartphone 
using swipe and tap controls. 
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Smartphone Ti ps 

BACKING UP, RESTORING 
& WORKING WITH DATA 



ANDROID 

>* Set Your Phone To Automatically 
Back Up & Restore Your Settings 

If you're like us, it took you a while 
to get your Android-based phone set 
up exactly right. If something goes 
wrong and you need to reset your 
phone, however, you're looking at a 
lot of work to get things back. That's 
because your phone, by default, does 
not back up the settings and data. 

To enable this option, simply press 
the Menu button from the Home 
screen, tap Settings, and then tap 
Privacy. Make sure to enable the Back 
Up My Data and Automatic Restore 
features by tapping the respective 
checkboxes. Back Up My Data backs 
up application data, Wi-Fi passwords, 
bookmarks, and other settings to 
Google's remote servers. Automatic 
Restore lets the phone restore backed 
up settings whenever you reinstall an 
application. 

> Manually Back Up Files & Media 

Backing up your files and media 
regularly is always a good idea. Sure, 
there are apps that can help you do 
this, but if they fail, you're out of luck. 
To get started, plug your Android 
phone into your PC using the USB 
cable that came with it. If this is 
the first time, your PC will install a 
driver. On the Android device, wake 
it up and swipe down the notification 
bar. Tap USB Connection and choose 
to either Mount the SD card or select 
USB Mass Storage and then tap OK. 
You may also be prompted to Turn 
On USB Storage, so tap this button to 
proceed. Back on the PC, you'll see 
an AutoPlay notification. Click Open 
Folder To View Files and Windows 
Explorer will display the contents of 
the SD card. 

From here, you can't back up your 
apps, but any data that your apps 
store, create, or download will be 
stored here. You photos are stored 
in the DCIM folder, music files can 
be found in the Music folder, and 
you can typically find your ringtones 
and notification tones in the Media 



folder. You can drag and drop any of 
the folders to a new folder on your 
PC or just back up the whole thing. 

To back up everything, right click 
an open space on your Desktop, se- 
lect New, and click Folder. Type a 
name for the folder; this can be any 
name you like, but to follow along 
with our instructions, for now type 
Phone Backup and press ENTER. 
Now double-click your new folder 
to open it. Bring the Android phone 
SD card folder to the forefront by 
clicking it from the taskbar, click Edit 
(you may have to first press the ALT 
key to see Edit as a folder option), 
click Select All, right-click the newly 
highlighted folder contents, and 
click Copy. Click the Phone Backup 
folder you just created, right-click 
any empty space inside the folder 
window, and click Paste. 

Once the copying has finished, you 
can wake the Android phone again. 
Tap Turn Off USB Storage, Unmount, 
or switch from USB Mass Storage 
mode to Charge Only mode. Keep in 
mind that as long as your Android 
phone is connected to your PC and 
your SD card is mounted, any files 
on the SD card — including ringtones, 
audio files, and documents — will be 
inaccessible. For instance, if you get 
a call while the SD card is mounted, 
your phone will use the built-in de- 
fault ringtone instead of one you may 
have downloaded. 

> Clear Data, Cache & More 

Android-based devices give you 
a few app-specific controls that are 
only accessible from the Settings 
menu, not from within the app it- 
self. To access these mostly mem- 
ory-centric functions, press the 
Home key; press the Menu key; tap 
Settings, Applications, and Manage 
Applications. From here, tap the 
All tab to display a list of all the 
apps installed on your device. The 
Application Info screen appears 
when you tap one of the apps from 
the list; it displays the app name 
and version, storage data, as well as 
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additional details about the permis- 
sions the app has to access various 
aspects of your phone. Not all apps 
will let you perform the functions 
listed below, but the ones that do 
can occasionally benefit from the 
stated operation. 

Force Stop: This button closes an 
application and any background ser- 
vices associated with it. 

Uninstall: This is as straightfor- 
ward as it gets; press it to uninstall 
the app and its associated data and 
settings. 

Clear Data: Tap this button to 
delete an application's settings and 
other data. 

Move To SD Card: Tap this button 
to remove the app from internal phone 
memory to an external SD card. 

Move To Phone: If the application 
is already installed on an external SD 
card, then the button you'll see here 
lets your remove it and install it di- 
rectly to the internal phone memory. 

Clear Cache: This button lets you 
delete any data that the app creates 
in a temporary portion of the phone's 
internal memory. 

Clear Defaults: In the Launch By 
Default area, click this button to clear 
the settings of any app that you have 
configured to use certain file types. 

Share: The Share button lets you 
send an email or text message with a 
link to the particular app's Android 
Market page. 

BLACKBERRY 

> Enable Mass Storage Mode 

One of the easiest ways to get files 
on and off of your BlackBerry is to 
enable Mass Storage Mode. With this 
feature enabled, you can directly ac- 
cess the microSD card installed in 
your BlackBerry, navigate the files, 



There is a lot of useful information in 
the Manage Applications menu. 

It's very important to understand the 
difference between a hard and soft reset. 



and drag and drop files without 
needing to run the BlackBerry 
Desktop Manager or other media 
management utility. 

To enable Mass Storage Mode, con- 
nect your BlackBerry to your PC with 
the USB cable. If you see a prompt 
asking whether you want to turn 
on Mass Storage Mode, select Yes; 
if you are not prompted, go to the 
Home screen, select Options, select 
Memory, and then check your set- 
tings. You should have Media Card 
Support, Mass Storage Mode Support, 
and Auto Enable Mass Storage Mode 
When Connected set to On, On, and 
Yes. Press the Escape key, select Save, 
and then press the Escape key again 
until you get to the Home screen. 

To access the files on the memory 
card from the PC, open Computer 
(Windows Vista /Windows 7) or My 
Computer (Windows XP) and then 
look in the Removable Devices or 
Devices With Removable Storage sub- 
menus. Double-click the one labeled 
BlackBerry. 

You can open folders such 
as Music, Pictures, Ringtones, 
Documents, and Videos, and then just 
drag and drop files from a location on 
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your PC to the BlackBerry. You can 
also take this opportunity to create 
new folders and rearrange items as 
you see fit. 

IPHONE 

>* Restore Your iPhone 

There are a couple of different 
reasons you'd want to restore your 
iPhone, whether to resolve a stability 
problem or simply prepare it prior 
to selling or donating it. Note that 
performing a restore will completely 
wipe the device of songs, videos, con- 
tacts, photos, calendar information, 
and any other data and files you've 
added; your restored iPhone will be 
factory fresh. 

Start by making sure your com- 
puter is running the latest version 
of iTunes. Apple's iTunes software 
automatically checks for version up- 
dates when you start it, but if you 
want to check manually, click Help 
from the top of the iTunes interface 
and then select Check For Updates. 
The software will display a pop-up 
informing you either that you cur- 
rently have the latest version or that 
a new version is available. Click the 
Download iTunes button and follow 
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the onscreen prompts to complete 
the operation. 

Next, connect your iPhone to 
your Mac or PC, and then select it 
in iTunes. If your iPhone is frozen 
and iTunes fails to recognize the 
device at this point, press and hold 
the Home and power buttons simul- 
taneously for roughly 10 seconds, 
then release the power button while 
still holding the Home button; this 
puts your iPhone in DFU (Device 
Firmware Upgrade) mode and 
iTunes should detect your iPhone. 
Next, select the Summary tab (in 
DFU mode Summary tab may be the 
only available tab), click Restore, and 
then follow the onscreen prompts. 

You may be prompted to back up 
your settings; it's a good idea to do 
this prior to initiating the restore. 
Once the restore is complete, iTunes 
will give you two options — Set Up 
As A New iPhone or Restore From 
The Backup Of — followed by a list 
of dated backups in a drop-down 
menu. Click the radio button adja- 
cent to the option you want (and se- 
lect the dated restore if you chose the 
Restore From The Backup option) 
and click Continue. 

WEBOS 

>* Back Up Photos, Music, Videos 
& More 

Backing up your phone's data 
with your Palm Profile is a great 
way to make sure your data is safe 
should anything happen to the de- 
vice. To perform a manual backup, 
simply tap the Launcher, Backup, 
and Back Up Now. If the switch in 
the upper-right corner is On, then 
automatic backups are enabled for 
your device. If the switch is Off, then 
the feature is disabled. Switching 
the setting from On to Off and then 
clicking Turn Off And Erase Data 
disables the feature. 

While the automatic backup feature 
is nice, there are several items that 
have been omitted from the back up 
procedure: namely, music, pictures, 
and videos. To make sure you don't 



lose these items, you'll need to back phone has become unresponsive, 

them up using USB Drive mode. slows down, or is otherwise acting 

Keep in mind that when your de- strangely, 
vice is in USB Drive mode, you can To perform a soft reset on a 
take calls, browse the Windows Phone 7 de- 
Web, or send and re- vice, simply press and 
ceive email, but you hold the power button 
can also access your Typically yOllll until the phone shuts 
media files and save , , . r. off. Then press and 

. . , want to try a soft u , A . U u «. 

copies to a secure lo- # J hold the power button 
cation on your PC. reset if yOUr phone again to turn it back 
Start by connecting bcCOlTlGS UnTGSpOn- on - Note, pressing and 
your phone to your ^ d holding the Power 
PC with the appro- ' # ' button on a Windows 
priate USB cable and Or is Otherwise act- Phone 7 device con- 
then tap USB Drive. Jj^g strangely nected to a charger or 
The phone should ap- PC will simply reboot 
pear on your PC as a it. If the problem is not 
removable storage resolved, you can also 
drive. If the Found New Hardware perform a soft reset by removing the 
wizard launches, just click Cancel battery, reinstalling it, and powering 
to close it. Next, just navigate to the the phone back on. 
phone in My Computer (in Windows 
XP) or Computer (in Vista/Win7; > Hard Reset 

look under Devices With Removable There are only two instances when 

Storage), double-click it, and then a hard reset should be used: when 

just explore the folders for media you're trying to recover your phone 

you want to back up. from a catastrophic failure that has 

Drag and drop (or copy and paste) rendered your device more or less 
the file(s) to a location on your com- unusable; or when you plan to sell, 
puter. When you're finished making donate, recycle, or otherwise get rid 
backup copies of your media, right- of it. The hard reset restores factory 
click the phone from Windows settings; that is, it is a destructive op- 
Explorer and then click Eject. eration, meaning it wipes the device's 

system memory; deletes any third- 

WINDOWS PHONE 7 party programs, themes, and files; 

>* Soft Reset and erases any files you created or 

Prior to Windows Phone 7, per- copied to the device, 

forming a soft reset was a common If you hope to recover any data off 

troubleshooting tactic employed on the phone or don't have any valid 

Windows phones. Today, you should backups available for your valuable 

rarely find your device in need of data, avoid performing a hard reset if 

a soft reset, but if you do, it is an at all possible. Hard resets can resolve 

easy task. A soft reset is a non-de- unfixable network issues, messaging 

structive operation that closes all problems, error codes, broken appli- 

running apps, cuts off any network cations, PC communication errors, 

connections, and re-establishes wire- and Bluetooth failures, 

less communication (cellular, Wi-Fi, Performing a hard reset is easy 

Bluetooth, etc.). Soft resets are con- on Windows Phone 7 devices. Just 

sidered safe to perform because they swipe left from Start, tap Settings, 

leave all of your settings, files, ap- scroll down and tap About from the 

plications, and any data stored in System submenu, scroll to the bottom 

memory untouched. Typically, of the About screen, and press Reset 

you'll want to try a soft reset if your Your Phone. 
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TASCAM IM2: "THE GO-ANYWHERE RECORDER" 

>- So, you and a couple of the boys in sales get together from time to 
time to jam, do you? Well, while you're at it, why not pull out your 
iPhone 4, iPad, or iPod touch and record the garage rock glory in 

CD-quality using the Tascam iM2 ($79; www 
.tascam.com ). Sporting the same quality 
of dual stereo condenser microphones 
found on the company's high-end 
DR-series recorders, the pocket-sized 
iM2 inserts into an Apple device's 
dock connector, runs on the device's 
battery power, and can pair with 
the iPhone's HD video recorder. 
Adjustable to 180 degrees front to 
back, the microphones support up to 
125dB sound levels thanks to a built-in mic 
preamp. Also onboard is a built-in analog-to-digital 
converter, stereo limiter to diminish sudden loud sounds, 
and a knob on the side to adjust sound input levels. An integrated 
USB port, meanwhile, enables charging the Apple device while 
recording. Tascam's free PCM Recorder app, meanwhile, provides 
input/ output level faders with on-screen meter, high and low EQ 
and low cut filter tweaking, and direct uploads to SoundCloud. 




FOUR CHARGERS ALL ROLLED INTO ONE 

Just because we live in the digital age doesn't mean we 
have to completely abandon the past. Restoration Hardware 
( www.restorationhardware.com ) seems to understand as much with 
its Roll Up Travel Charger ($49), a 7-ounce portable charging unit 
that blends today's charging technology with design elements 
from yesteryear. Specifically, the Roll Up Travel Charger inte- 
grates four charging adapters into one power strip (AC adapter 
included) that, when not in use, rolls up and stores inside a slip- 
proof, polyurethane mat that has a decidedly attractive rustic, 
worn-in quality about it. In addition to an iPhone adapter (com- 
patible with the iPhone 3G/4, iPad 1/2, 1st- to 5th-gen iPods, 
iPod nano, and iPod touch), the Roll Up Travel Charger provides 
miniUSB, microUSB, and Samsung adapters. Whether charging 
one device or four at a time, the charger bears an On/ Off light to 
let you know you're in action. 
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DR. DRE BRINGS THE BEATS TO EXECS 

> Rap producer extraordinaire Dr. Dre might not be the first person who 
comes to mind when you think " executive type." Still, there's little argu- 
ment that Dre knows beats and how to make them sound good through 
headphones. That's why it makes perfect sense for any executive that's in 
the market for a new set of high-definition, noise-canceling cans to give the 
upcoming Beats Executive ( beatsexecutive.com ) from Dr. Dre's beats by Dr. 
Dre lineup ( www.beatsbydre.com ) a serious look. A definitive release date has 
yet to be announced, but the Beats Executive is touted as offering the "beats' 
legendary sound quality in a more refined package" featuring a "premium, 
brushed-metal finish and rich, elegant accents for timeless style." In addition 
to the "soaring highs, deep bass, and true mids" the headphones are purport- 
ed to produce, an automatic shutoff feature that promises to lengthen battery 
power. Execs interested should go to the Beats Executive website and supply 
an email address to reserve a pair, which reportedly will run $399.95. 



LANTRONIX BRINGS "PLUG & PRINT" TO THE MASSES 

> Undoubtedly, some, if not many, of your company's employees use an 
iPhone and iPad in the workplace and would love a no-hassle way to 
print files directly from those devices. Enter Lantronix xPrintServer 
($149.95; www.lantronix.com ). The xPrintServer bridges "the gap 
between the productivity of iPads and iPhones and the inability to 
print from those devices to office networked printers." Using open 
industry standards and Lantronix's own patented technologies, the 
xPrintServer essentially enables printing a file from an iPhone or 
iPad to a network-attached printer without any configuration or soft- 
ware or apps required. Upon connecting the smartphone-sized xPrintServer 
anywhere on the company's network via provided Ethernet cable, the device automati- 
cally discovers and provisions for network printers, letting a user generate prints over 
the network, including via Wi-Fi. Although the device only supports wired or wireless 
network-attached printers, Lantronix claims the xPrintServer "supports more than 4,000 
printers from leading printer families." 




THE N0V07 DISHES THE ICE CREAM 

> The age of Android 4.0, otherwise known as Ice Cream 
Sandwich, officially dawned in early December 2011 when MIPS 
Technologies and Ingenic Semiconductor jointly announced 
global availability of the NOV07, the first tablet that ships with 
ICS installed. Ingenic is responsible for the tablet's JZ4770 mo- 
bile applications processor, which leverages MIPS' 1GHz XBurst 
CPU, the companies stated. The NOV07 bears a 7-inch capacitive 
touchscreen, though 8- and 9-inch versions are expected down the 
road. Also included is 802.11b/g/n Wi-Fi; USB 2.0, HDMI, and 
microSD ports; 1080p video decoding; and dual cameras. Google's 
own Andy Rubin, senior VP of mobile, said of the NOV07, "low 
cost, high performance tablets are a big win for mobile consumers 
and a strong illustration of how Android's openness drives innovation and com- 
petition for the benefit of consumers around the world." Priced at $99, the tablet 
will be available in the U.S. via Ainovo ( www.a inovo.com ). 
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Control At 
Your Fingertips 

Devices You Can Remotely Manipulate With A Smartphone 




abilities using their smartphones. 



You know about the convenience 
smartphones provide in the 
way of communication, organi- 
zation, productivity, travel, shopping, 
and finding information fast. What you 
might not know about smartphones is 
that when paired with a specific app 
and /or attachment, smartphones can 
enable you to remotely control various 
gadgets, toys, home automation sys- 
tems, and more. 

STATE OF AFFAIRS 

Theoretically, says Michael Morgan, 
ABI Research ( www.abiresearch.com ) se- 
nior analyst, the possibilities of what 
smartphone owners can potentially 
control is limitless. In practicality, 
however, the number of actual prod- 
ucts smartphone owners can control 
is " quite limited/ 7 he says. A survey 
of U.S. consumers that ABI Research 
recently conducted indicated that pen- 
etration among people using smart- 
phones to control devices is " quite 
low/' Morgan says. For example, 48% 
of U.S. consumers polled reported they 
don't use a smartphone for the purpose 



of controlling other devices. Elsewhere, 
41% reported having a universal re- 
mote control, but only 3% use a smart- 
phone exclusively as a universal remote 
control. Another 3% might use a smart- 
phone and universal remote control. 

Charlotte Miller, Juniper Research 
(www.j uniperresearch.com ) analyst, says 
a limiting factor for smartphone usage 
as a remote control is the number of 
smartphone-controllable appliances 
available and consumer take-up of 
these appliances. Positively, she says, 
"I think that where users are able to use 
remote control abilities and they can 
see benefits to using them, there is take- 
up." For example, Miller points to a UK 
satellite TV provider that has roughly 
10 million subscribers. The provider has 
seen more than 3.5 million downloads 
of its app that lets subscribers con- 
trol their DVRs via their smartphones. 
Miller says while not all those down- 
loaders will use the app to control a 
DVR, "it shows that there is interest in 
this kind of functionality." 

Another factor in the low usage of 
smartphones to date stems from the fact 



that although smartphones integrate 
various forms of short-range connec- 
tivity, including Wi-Fi and Bluetooth, 
many remote controlled appliances and 
devices use RF (radio frequency) and in- 
frared to communicate. Some manufac- 
turers include a smartphone attachment 
to enable communication between the 
appliance and smartphone, but Morgan 
says attachments aren't something users 
"really want to keep on their phones." 

Of the current remote control tech- 
nologies available, Morgan says, RF 
doesn't look like it will achieve mass 
penetration into the home. He be- 
lieves that to broaden usage of smart- 
phones as remote controls, more device 
manufacturers must consider using 
Bluetooth in their products. In addi- 
tion to Bluetooth battery-life concerns 
improving, Morgan says, Bluetooth's 
ability to directly pair devices is a plus. 
Additionally, although Bluetooth and 
Wi-Fi have made a fairly limited splash 
into consumer TVs thus far, Morgan 
says, integrating Bluetooth into a TV is a 
relatively inexpensive proposition. 

WHAT YOU CAN 
CONTROL NOW 

Audio systems; toys; TV program- 
ming; home lighting, heating, cooling, 
and security systems; and video moni- 
toring equipment are all examples of 
things users can remotely control with 
a smartphone, whether doing so via 
direct device-to-device communica- 
tion or over an Internet connection. 
Obtaining control typically requires 
installing a related app or software for 
the device on the smartphone. Usage 
may also require purchasing a separate 
smartphone attachment. For example, 
VooMote's ( voomote.tv ) VooMote One 
enables a smartphone to function as a 
universal remote control but requires 
attaching an accessory equipped with 
infrared transmitters on the smart- 
phone and download and installing the 
free VooMote One app. 

Currently, Miller says, computers 
are the most prevalent example 
of what a smartphone can remotely 
control. "There are a number of apps 
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which enable people to turn their 
smartphone into a trackpad and mini- 
keyboard," she says. Other examples 
include apps that enable a smartphone 
to remotely control a smart TV, home 
theater PC, streaming media players, or 
program a DVR from anywhere. 

An example of the latter is SlingBox 
( www.slingbox.com ), an appliance that 
connects to a home-based DVR, cable 
set-top box, or satellite receiver to let 
users watch live or recorded program- 
ming via the Internet. This includes 
watching on a smartphone with the 
SlingPlayer app installed. Users can also 
schedule DVR recordings, flip through 
channels, forward and reverse program- 
ming, and more. Thus, if consecutive 
afternoon meetings keep you from 
watching the game, you can schedule 
your DVR back home to record it and 
then watch the action later on your 
smartphone while in your hotel room. 

A remotely controlled home auto- 
mation system, meanwhile, lets smart- 
phone owners adjust various home 
settings from afar. For example, if 
you're overseas but see that a cold front 
has moved in back home, you could 
turn off your home's air conditioning 
via smartphone control. Ecobee (www 
.ecobee.com ), for example, gives users a 
Web portal to view home thermostat 
settings, control heating and cooling, 




receive alerts, and so on. An app for iOS 
and Android devices provides this con- 
trol via smartphone. Nexia's Security 
Bundle ( www.nexiahome.com ), mean- 
while, provides everything needed to 
turn lights on and off, visually monitor 
the home's interior, and wirelessly lock 
and unlock a door using a smartphone 
with necessary software installed. 

Other examples of smartphone- 
friendly devices include the Sphero 
( www.gosphero.com ) from Orbotix, a ro- 
botic ball with various accompanying 
apps to control via iOS or Android 
smartphone. Parrot's AR.Drone ( ardrone 
.parrot.com ) helicopter, meanwhile, in- 
cludes the AR.FreeFlight 2.0 app for 
Android and iOS devices to control 
flight, record video and photos, and 
more. Cyber-Rain ( www.cyber-rain.com ) 
is a smartphone-controllable sprinkler 
system for iOS and BlackBerry smart- 
phone owners, while Flash2Pass ( www 
.f2ptechnologies.com ) enables using a 
smartphone as an automatic garage 
door opener. Griffin's ( www.griffintech 
nology.com ) Beacon, meanwhile, is billed 
as letting iOS and Android smartphone 
owners who've installed a customized 
app remotely control a combination of 
200,000 components. The system in- 
cludes a small, hockey puck-like device 
that essentially turns the smartphone's 
Bluetooth signals into infrared signals 
that components 
can then communi- 
cate with. 




WHAT'S COMING? 

The good news concerning smart- 
phones and remote controllability is the 
future looks extremely bright. "Really, 
imagination is the only limit; if the de- 
vice can be fitted with Wi-Fi capabili- 
ties, then it can most likely be controlled 
via smartphones," Miller says. "At the 
moment, control is mostly restricted to 
smartphones sending data rather than 
receiving it, but in the future, it is likely 
that we will be able to get data from 
our devices. It's very possible that our 
refrigerators could notify us when prod- 
ucts reach their expiration date and 
even automatically add those items to a 
shopping list in a grocery app." 

Miller says at least two companies 
have recently detailed plans to add 
Wi-Fi functionality to washing ma- 
chines, dryers, and a range of smart ap- 
pliances that would include the ability 
for users to monitor and control the ap- 
pliances via smartphone. 

Today, Morgan says, smartphone 
owners can control various products 
through various approaches, but con- 
trolling all products in a united manner 
that manufacturers cohesively embrace 
is another matter. "As that starts to 
open up, then we'll start to say that 
there's really nothing you can't con- 
trol," Morgan says. Also working in 
smartphones' favor are their touch- 
screens and processing power, which 
can handle increasingly complex re- 
mote control functionality. • 



Extra-Large Medium 

Lois Sees a psychic after Chris and 
Stewie get lost in the woods; Peter 
start? cnarging the neighbors for his 
extraseinsory perception; Chris finds a 
crush at school, 
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(D VooMote's VooMote One is 
an attachment for iOS and An- 
droid smartphones that enables 
users to use their smartphones as 
a universal remote control. 




(D Various home-automation sys- 
tems, including Ecobee's system, 
provide smartphone owners 
the ability to view and control 
thermostat settings while they 
are away. 

® Griffin Technologies' Beacon 
is a device that turns Bluetooth 
signals sent from a smartphone 
into infrared signals that DVRs, 
cable set-top boxes, and other 
components can communicate 
with to enable the smartphone 
to function as a universal remote. 
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Resolving remote 
network issues 
often goes beyond 
common fixes 

you may have used to fix your Internet 
connection. Fortunately, you can quickly 
eliminate a number of possibilities using a 
CLI (command-line interface; a text-based 
command window that is a holdover from the 
early days of computing), which is still avail- 
able in Windows XP/Vista/7. 





At''* 
\ % , 



Solve Remote 
Network Connection 
Problems 



All these suggestions assume that 
the network is up and operating. It 
also assumes you are connected to 
the Internet. Before you proceed, 
you'll need to know how to open the 
CLI window. In WinXP, click Start, 
select Run, type CMD in the Open 
field, and press ENTER. In Vista/ 
Win7, click the Start button and type 
CMD into the Start Search field, and 
then click the CMD icon that appears 
in the results. 

PING IT 

All Internet or network hosts, 
computers, routers, and numerous 



other Internet-enabled devices use 
an IP address (which is a string of 
four groups of numbers separat- 
ed by periods, such as 233.122.0.2) 
to uniquely identify themselves. 
You may have used this number to 
access a network login. This can 
also be a Web address (called a host 
name) or DNS name to access a login. 
IP addresses and DNS names are in- 
terchangeable. With either, a ping 
command can determine whether the 
computer and network can exchange 
basic data. 

From the command line window, 
type ping followed by a space and 



the IP address or DNS name (exam- 
ples would be ping 167.154.16.27 or 
ping www.corporatenetwork.com). Press 
ENTER. If you see a time-out message, 
wait a few seconds. A time-out alert 
appears if the reply takes longer than 
a second. 

If the response indicates that the 
data packets were sent and received, 
then your computer is exchanging data 
with the network address. You can skip 
to "Get Connected" to set up a dedicated 
connection and edit settings. If you've 
been accessing the site via a Web ad- 
dress, go to the "Look It Up" section 
before heading to "Get Connected." 



Key 
Points 



If you can send data packets but 
none are returned, it generally 
means the network is refusing to 
acknowledge your request. 



Obtaining the DNS name and IP address 
and comparing access times between the 
two can determine whether Windows is 
experiencing DNS resolution issues. 



The point at which a route trace 
hangs can help you determine 
where your request for network 
attention is being disrupted. 
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If you receive a response that con- 
tains something about a nonexistent do- 
main, you are likely using the wrong IP 
address or DNS name to log in. Double- 
check the address and try to connect 
normally. (If you are logging in with an 
IP address, skip to 'Took It Up" for a 
quick way to check its validity.) 

If you receive a transmission er- 
ror, then the ping data is not leav- 
ing your PC. Your firewall is likely 
blocking you from accessing the net- 
work. You will want to add the site 
to your firewall as an allowed ex- 
ception (refer to your firewall's help 
documentation for these instruc- 
tions) and try again. 

If you receive a response after an 
excessive number of time-outs, the 
network's response to your connec- 
tion may be slow and your browser 
or other network access utility may be 
giving up before it connects. Length- 
en the response time by adding a -t 
switch (ping -t followed by the IP ad- 
dress or DNS name). This will ping 
the address indefinitely. After a dozen 
pings, press CTRL-Break to view the 
packet data. If there is no response 
yet, continue awhile longer, and then 
press CTRL-C. If you never get a 
response or the number of pings 
to get a response is considerable, 
skip to the "Trace the Route" section 
for assistance. 

If you get a message saying the 
ping request couldn't find the host 
or the response indicates the number 
of data packets sent is zero, the net- 
work is not acknowledging your 
ping. Changes to the network or con- 
figuration may be preventing access. 
You'll want to contact the network 
administrator for further assistance. 

LOOK IT UP 

You can look up a DNS name from 
an IP address and vice versa. From 
the command line window, type ns- 
lookup followed by a space and either 
the DNS name or the IP address and 
press ENTER. 

Write down the DNS name and nu- 
meric sequence you see in the lines 



that begin with Name: and Address: 
(ignore aliases). If you are checking an 
IP address, the DNS name should help 
confirm it. If you recognize nothing, 
contact the network administrator to 
confirm the IP address. 

If you are using a DNS name, Win- 
dows may be having a problem with 
DNS name resolu- 
tion (translating the 
DNS name into an 
IP address). Perform 
two pings from the 
same command line 
window, first using 
the DNS name you 
wrote down and then 
using the IP address. 
Compare the access 
times and packets you sent and 
received. If there is a big differ- 
ence in behaviors pinging the DNS 
name vs. the IP address, skip to 
"Get Connected." 

TRACE THE ROUTE 

Tracing the path data packets take 
going to the network will help pin- 
point problems. From the command 
line window, type tracert followed by a 
space and the DNS name or IP address, 
and press ENTER. Lines will appear 
with access times and IP addresses. 
The final few hops should show do- 
main names — the last one being your 
network. This is the route — and the 
time the trip is taking — between nodes 
on the Internet. 

If an early hop takes a long time or 
causes the trace to hang (a flood of time- 
outs), contact your ISP. If you reach 
many hops before things go awry, the 
problem may be with a gateway or 
router at or near the location of the re- 
mote network. Check with the network 
administrator for assistance. 

GET CONNECTED 

Setting up a direct VPN connection 
gives you a dedicated login interface 
and lets you avert DNS issues. 

To set up the connection in WinXP, 
select Control Panel on the Start 
menu. Click Network And Internet 



Connections and then select Create 
A Connection To The Network At Your 
Workplace. In Vista /Win7, click Con- 
trol Panel on the Start menu and click 
Network And Internet (in Category 
view), then Network And Sharing 
Center. Click Set Up A Connection Or 
Network (Vista) or Set Up A New Con- 
nection Or Network 
under Change Your 
Network Settings 
(Win7). Select Connect 
To A Workplace, then 
Use My Internet Con- 
nection. (Vista/Win7 
offers smart card as 
a connection option, 
but we won't discuss 
that here.) 
Select Virtual Private Network 
Connection, name the connection, and 
provide the host (DNS) name or IP 
address. If you are asked if you would 
like to dial a connection, click No (un- 
less you only have dial-up Internet) 
and click Finish (WinXP) or Connect 
(Vista/Win7). The OS will attempt 
to connect you without configuring 
any settings. If this solution does not 
work, or if you are using WinXP, pro- 
ceed with the following instructions. 

Return to the Network Connections 
window in WinXP or the Network 
and Sharing Center in Vista /Win7 
and click the option to manage net- 
work connections. Right-click your 
VPN network icon and select Prop- 
erties. Next, click the Networking 
tab, click Internet Protocol (in Vista/ 
Win7, you will need to do this for 
TCP/IP V4 and TCP/IP V6), and then 
click Properties. Override automatic 
configuration and provide the exact 
IP address and DNS names for the 
network. Exit the Properties interface, 
right-click the VPN icon, and click 
Connect. Provide your login informa- 
tion if prompted. 

If you can't connect, then Windows 
can provide assistance, but you may 
need more advanced configuration 
information. You will need to con- 
tact the network administrator for de- 
tailed information. 



Tracing the path 
data packets take 

going to the 
network will help 
pinpoint problems. 
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It's obvious that 
notebooks are 
designed differently 

than their desktop cousins, but that 
doesn't mean you cannot perform a few 
minor tweaks with reasonable ease. 




Troubleshoot Notebook 
A nr Problems 



We explored some common notebook 
operating issues and their fixes. All 
the routines assume that Windows is 
fully updated (visit www.update.nri icro 
soft.com current updates) and the prob- 
lem is still occurring. If an item requires 
shutting down your system and you 
cannot do that, press and hold the pow- 
er button for five seconds. 

HOW TO TROUBLESHOOT 
UNEXPECTED PC REBOOTS 

Unexpected (also called uncom- 
manded) PC reboots usually occur 
because your Windows OS is set 
by default to reboot upon system 
failure. A reboot can also occur be- 
cause an update restarts the system 
automatically, but this is something 
you should be warned about. If you 
weren't installing updates prior to 
the reboot, you should determine 
the cause of the system failure be- 
fore things get worse. 



An infrequent, but possible, prob- 
lem is BIOS incompatibility. If you 
upgraded to a new version of Win- 
dows on an older notebook, check 
with the manufacturer to see if you 
need a BIOS update. 

Another cause of reboots is software 
or hardware bugs or driver incompat- 
ibilities. If the problem began after 
installing new hardware or software, 
or when you open a particular pro- 
gram, check with the manufacturer/ 
developer for an update. 

Other culprits of reboots during 
system operation are power or heat. 
We recommend professional servicing 
for power problems. However, heat 
build-up is something you may be 
able to resolve yourself. 

HOW TO PREVENT OVERHEATING 

Locate the air vents and don't rest 
your notebook on anything that blocks 
them. Also, check for dust blocking the 



vents. With the machine powered off 
and the battery removed, try to extract 
dust with tweezers or a cotton swab 
lightly dipped in alcohol. If the debris 
or dust is past the vent opening, a mini 
(USB) vacuum will be helpful. We don't 
recommend compressed air at this step, 
because it can spin your fan blades ex- 
cessively and cause damage. 

If this doesn't resolve the issue, con- 
sult your computer's service manual 
for cleaning instructions. If you can't lo- 
cate these instructions and want to try 
this anyway, shut down and unplug 
the notebook, remove the battery, and 
remove any screws on the bottom 
that may enable you to access the in- 
side of your computer. Ground your- 
self by wearing a grounded wrist strap 
or touching an unpainted surface fre- 
quently before you attempt to remove 
objects from the inside of the notebook. 
If you choose to use compressed air to 
clean out your system, place a toothpick 
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between two fan blades to prevent ex- 
cessive spinning. 

HOW TO TROUBLESHOOT 
SHUTDOWN ISSUES 

If you recently installed new soft- 
ware or hardware and your computer 
won't shut down normally, it is pos- 
sible that a driver or 
a process related to 
the new addition is 
causing the problem. 
Uninstall the new soft- 
ware or hardware. If 
your computer shuts 
down normally, you 
can consult the devel- 
oper/ manufacturer 
for a possible solu- 
tion to the installa- 
tion problem. 

If Windows doesn't 
shut down when you expect it to, the 
solution may be as simple as adjusting 
your power settings. Right-click the 
battery icon in the System Tray and 
select Power Options. Tweak such 
settings as Choose What Closing The 
Lid Does. 

HOW TO TROUBLESHOOT 
A DEAD NOTEBOOK 

A dead notebook — one that fails 
to start (no BIOS messages) when 
you press the power button could 
be the result of a number of things. 
Check to see if the notebook starts 
when you plug it into the AC adapter. 



If so, the battery is likely faulty. Re- 
move the battery and replace it, 
making sure nothing is blocking 
the connectors. If that doesn't help, 
see if your notebook has a battery 
testing feature, such as HP's Battery 
Check. If the notebook won't start 
with AC power or a charged battery, 
continue reading. 

HOW TO 

TROUBLESHOOT 
POWER ISSUES 

Press the power but- 
ton on the notebook 
and check for auditory 
and visual clues. Does 
the power light come 
on? If so, the machine 
is getting power. If not, 
then your AC adapter 
and/ or battery may be 
faulty. Use a compatible AC adapter 
and see if you can start the machine; 
if so, leave the adapter plugged in to 
make sure the battery charges correctly. 

HOW TO CHECK THE DISPLAY 

If you have a working, but problem- 
atic, display, a number of issues could 
be at fault. Did you recently install a 
new video card or does the problem 
only occur when you run certain soft- 
ware? If so, you may need to adjust the 
video settings. Right-click an empty 
area of your Desktop, select Properties 
(WinXP), Graphics Properties (Vista), or 
Screen Resolution (Win7). The interface 



will vary based upon your notebook 
model and graphics chip /card, but you 
should be able to tweak a number of 
settings. If you recently installed a video 
card, you may also need to consult its 
manufacturer for more information. 

If the display is dim or goes blank 
unexpectedly, check the power options 
mentioned previously. Power saving 
modes can cause these behaviors. Also, 
ensure that your screen saver is not set 
to Blank. 

For a blank display on boot, or if the 
previous solutions don't help, shut the 
system down and plug in an external 
monitor. If the external monitor display 
works, the notebook's video display 
may be faulty (this is rare unless there 
is visible damage). It's also possible a 
connection may be loose or damaged. 
If an external monitor doesn't work, 
the video adapter/ chip may be faulty 
or unseated. 

If the display is scrambled or fails 
over a long period of operation, one 
or more of your memory chips may 
have failed or the video processor may 
be overheating. Video failure can also 
occur when the entire notebook over- 
heats (refer to "How To Prevent Over- 
heating" for assistance). If the display 
looks like there is liquid spreading out, 
it probably needs replacing. If evidence 
points to the more serious issues men- 
tioned in the last two paragraphs, con- 
sult your service manual. 

HOW TO RESOLVE 

A FAILED OPTICAL DRIVE 

If your drive is removable, make sure 
it is properly seated (consult your docu- 
mentation if necessary). You also may 
wan to purchase a cleaner kit and clean 
the drive according to instructions. 

SERVICE IT 

Many of these solutions direct you 
to the service manual. Notebooks vary 
in configuration, making it impossible 
to provide generic instructions. Search 
for a service manual for your specific 
notebook model. If you are not comfort- 
able with or can't find instructions for 
repairs, seek professional assistance. 




Windows XP/Vista/7 are set to reboot upon 
system failure by default, so a random reboot 
is a symptom of an underlying problem. 



Some power and/or display problems can 
be attributed to incorrect power settings. 



Press the power 
button on the 
notebook and 
check for auditory 
and visual clues. 
Does the power 
light come on? 
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What should 
you do when your 
smartphone decides 
to play dead? 

Resist the urge to throw it against 
the nearest wall and try one of 
these techniques instead. 




Revive A Dead 
Smartphone 



SOFT RESET 

All phones have a soft reset func- 
tion, which is similar to restarting your 
computer. Beware that a soft reset will 
cause you to lose data that isn't saved, 
but you will retain information previ- 
ously stored on your smartphone. 

V Android. Most Android models 
use a simple power cycle to perform 
a soft reset. Just turn the phone off 
and then back on again. 

> BlackBerry (QWERTY). Press and 
hold the ALT-CAP-DEL keys. The dis- 
play goes black and your phone resets. 

V BlackBerry (SureType). Press the 
ALT-CAP and Right Shift-DEL keys. 
When the screen goes blank, release 
the keys. 

V BlackBerry (touchscreen). Turn the 
BlackBerry off and remove the battery 



for at least 30 seconds. Reinstall the 
battery and turn the device back on. 

>- iPhone 4 and earlier. Simultane- 
ously press and hold the Sleep /Wake 
button on the top of the iPhone and 
the Home button. Hold both buttons 
for approximately 10 seconds, until the 
screen goes blank. You'll see the Apple 
logo as the iPhone reboots. 

>- iPhone 4S. Simultaneously press 
and hold the On /Off button on the 
top of the iPhone and the Home but- 
ton. Hold both buttons for approxi- 
mately 10 seconds, until the screen 
goes blank. You'll see the Apple logo 
as the iPhone reboots. 

Microsoft Windows Phone 7 (all 
models). Power the phone off and then 
back on. If the power cycle doesn't cor- 
rect the problem, try removing the bat- 
tery and replace it after 30 seconds. 



Nokia (all models). Power the phone 
off and remove the battery for 30 sec- 
onds. Reinstall the battery and power 
the phone on. Alternately, you can enter 
the code *#7380# and select Yes. 

Palm Pre. If the phone's menus are 
active, select Device Info, Reset Op- 
tions, then select Soft Reset. If it is 
locked or frozen, hold the power but- 
ton and cycle the ringer button on and 
off three times. If that doesn't work, 
press and hold the Orange, Sym, and 
R keys until the device reboots. Turn 
the phone off, remove the battery for 
10 seconds, reinstall the battery, and 
power the phone up. 

> T-Mobile myTouch 4G Slide. Un- 
lock the display. Press and hold the 
Power /Lock button and then tap Re- 
start. When asked to confirm, tap Restart 
again. If the phone doesn't restart, re- 
move the batteries for 30 seconds. 
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V All other smartphones. You can 

generally perform a soft reset by pow- 
ering the phone off, removing the bat- 
tery for 30 seconds, and powering the 
phone on. 

HARD RESET 

A hard reset is a last-ditch option that 
returns your phone to its factory settings, 
which means you will lose all data and 
installed applications. Before you per- 
form a hard reset, remove the memory 
card from your phone; that way you can 
recover data from the card later. 

V Android (all models with func- 
tioning menu systems). One of the 

following menu-based systems for per- 
forming a hard reset should work, de- 
pending on the phone and version of 
Android. Open the application menu. 
Tap Settings, SD and Card Storage, 
Factory Data Reset, and follow the on- 
screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Privacy, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

• From the Home screen, youTl want 
to tap Menu, Settings, Security, and 
Factory Data Reset, and then follow 
the on-screen instructions. 

When the menu system isn't func- 
tional, follow these phone-specific op- 
tions to perform a hard reset. 

V BlackBerry (all models). Remove the 
battery for 30 seconds. Reinstall the bat- 
tery and turn the phone back on. 

V BlackBerry Style, Bold, Storm, 
Curve, Tour, Torch. Click the Options 
icon on the Home screen. Select Secu- 
rity and then Security Wipe. Select all 
three of the available checkboxes to 
perform a complete wipe and reset the 
device to factory condition. Type the 
word BlackBerry and click Wipe. 

V Dell Venue. With the device turned 
off, press and hold the Volume Up and 
Volume Down buttons. Without re- 
leasing the buttons, press and hold the 



Power button. When the device con- 
figuration screen appears, release all 
buttons. Use the Volume Up or Down 
button to move to Factory Reset. Press 
the Camera button to select the Factory 
Reset option and start the reset process. 

V Google Nexus One, Nexus S. Turn 
the phone off. Press and hold Volume 
Down while you press and release the 
Power button. Use the Volume Down 
button to select Clear Storage from the 
list of options. Press the Power button, 
and confirm your selection by pressing 
the Volume Up button. 

> HTC Arrive, HD7, Surround. Press 
Start and tap the right-facing arrow. 
Tap Settings, About, and then tap 
Reset Your Phone. Tap Yes, and then 
tap Yes again. If the screen is frozen, 
turn the device off. Press and hold 
the Volume Up-Down buttons and 
briefly press the Power key. When the 
screen displays instructions for reset- 
ting the device, release the Volume 
Up-Down buttons. 

V iPhone (all models). From the Home 
screen, tap Settings, General, Reset, and 
Reset All Settings. This resets all prefer- 
ences but retains applications and data. 
If that doesn't work, from the Home 
screen, tap Settings, General, Reset, 
Erase All Content, and Settings. This 
will delete all data and applications and 
return the iPhone to factory conditions. 

V Microsoft Windows Phone 7 (all 
models). Press Start and tap the right- 
facing arrow. Tap Settings, About, and 
Reset Your Phone. Tap Yes, and then 
tap Yes again. 

V Motorola Droid. Turn the phone 
off. Press and hold the Power-X keys 
to force the phone into recovery mode. 
Next, press and hold the Volume Up- 
Camera key, select Wipe Data /Factory 
Reset, and then select Reboot Phone. 

V Motorola Droid Pro, Droid 2 Glob- 
al, Droid 3, Droid Bionic, Droid Razr. 

On the Home Screen, open the App 



menu and select Settings, Privacy, and 
Factory Data Reset. When prompted, 
tap Reset Phone to erase all data and 
return phone to factory conditions. 

V Motorola Backflip. Power the phone 
off. Press and hold the Power and Cam- 
era buttons. When the phone turns 
on, release the Power button but con- 
tinue to hold the camera button until 
prompted to release it. Next, press the 
Volume Down button. After about 
15 seconds, a yellow triangle with an 
exclamation point will appear. With 
your phone closed, tap the bottom- 
right corner of the display and select 
Wipe Data /Factory Reset. Press OK and 
follow the on-screen instructions. 

V Nokia (all models). With your 
phone powered on or in standby 
mode, type *#7370# and select Yes, 
when prompted. You may need your 
Lock Code for confirmation. The de- 
fault lock code is 12345. If your phone 
doesn't turn on, try pressing the On/ 
Off button, *, and 3 simultaneously. 

V Samsung Galaxy Nexus (Android 
4.0). Turn off the phone. Press the 
Volume Up and Power buttons. When 
the Recovery Menu appears, use 
the Volume Down button to select 
Recovery, and then press Power. The 
phone will reboot; this process can 
take a bit of time. If the phone fails 
to reboot, remove the battery, wait 
about 30 seconds, and then reinsert 
the battery. 

> T-Mobile G2x. If possible, back 
up your data to Google's servers by 
selecting Privacy from the Settings 
screen. Select the Back Up My Data 
option. When the backup is com- 
plete, power off the phone. Press 
and hold the Power/Lock-Volume 
Down keys for at least 15 seconds. 
The phone should turn back on and 
perform a factory reset. If the screen 
is frozen, or the phone doesn't turn 
back on, remove the battery, wait 30 
seconds, then reinstall the battery 
and try again. 
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The 

Traveler's 
911 Directory 



AIRLINES 


^Frontier Airlines 


VAir Canada 


www.frontierairlines.com 


www.aircanada.com 


Reservations (800) 432-1359 


mobile. aircanada.ca 


Customer relations 


Information and reservations 


(800) 265-5505 


(888) 247-2262 


VJetBlue Airways 


Baggage information 


www.j etb lue.com 


(888) 689-2247 


mobile.jetblue.com 


> American Airlines 


(800) 538-2583 


www.aa.com; mobile.aa.com 


^Lufthansa 


Reservations (800) 433-7300 


www.lufthansa.com 


TDD (800) 543-1586 


mobile.lufthansa.com 


Flight information 


Information and reservations 


(800) 223-5436 


(800) 399-5838 


Baggage delayed less than five 


VSouthwest Airlines 


days (800) 535-5225 


www.southwest.com 


Ticket refund requests 


mobile.southwest.com 


(918)254-3777 


(800) 435-9792 


>British Airways 


TDD (800) 533-1305 


www.britishairways.com 


>Spirit Airlines 


ba2go.com (mobile) 


www.spiritair.com 


Information and reservations 


(800) 772-7117 


(800) 247-9297 


>United Airlines 


^Continental Airlines 


www.united.com 


www.continental.com 


www.ua2go.com (mobile) 


pda.continental.com 


Reservations (800) 864-8331 


Reservations to U.S. and Mexico 


International reservations 


destinations (800) 523-3273 


(800) 538-2929 


Reservations to international 


TDD (800) 323-0170 


destinations (800) 231-0856 


>[JS Airways 


TDD (800) 343-91 95 


www.usairways.com 


Flight information 


Reservations to U.S. and Canada 


(800) 784-4444 


destinations (800) 428-4322 


Baggage information 


Reservations to international 


(800) 335-2247 


destinations (800) 622-1015 


OnePass frequent flyer 


TDD (800) 245-2966 


assistance (713) 952-1630 


Customer service 


>Delta Air Lines 


(800) 943-5436 


www.delta.com 




mobile.delta.com 


VEHICLE RENTALS 


Reservations 


> Advantage Rent A Car 


(800) 221-1212 


www.advantage.com 


Flight information 


Reservations (866) 661-2722 or 


(800) 325-1999 


(210) 344-4712 outside the U.S. 


Baggage information 


Customer service 


(800) 325-8224 


(800) 777-5524 


SkyMiles members 


>Alamo Rent A Car 


(800) 323-2323 


www.alamo.com 
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(800) 462-5266 
TDD (800) 522-9292 
>Avis 

www.avis.com 
mobile.avis.com 
Reservations (800) 331-1212 
TDD (800) 331-2323 
Customer service 
(800) 352-7900 
>Budget Rent A Car System 
www.budget.com 
mobile.budget.com 
Reservations in the U.S. 
(800) 527-0700 
Reservations outside the U.S. 
(800) 472-3325 
TDD (800) 826-5510 
Roadside assistance 
(800) 354-2847 
Customer service 
(800)214-6094 
>Dollar Rent A Car 
www.dollar.com 
Reservations (800) 800-3665 
Reservations outside the U.S. 
(800) 800-6000 
TDD (800)232-3301 
24-hour roadside assistance 
(800) 235-9393 
^Enterprise Rent-A-Car 
www.enterprise.com 
Reservations (800) 261-7331 
TDD (866) 534-9270 
>Hertz 

www.hertz.com 
hertz. mobi 

Reservations (800) 654-3131 
Reservations outside the U.S. 
(800) 654-3001 
TDD (800) 654-2280 
Extend rental (800) 654-4174 
Billing information 
(800) 654-41 73 
Customer relations 
(888) 777-6095 
^National Car Rental 
www.nationalcar.com 
(800) 227-7368 
TDD (800) 328-6323 
>Payless Car Rental 
www.paylesscarrental.com 
(800) 729-5377 
>Thrifty Car Rental 
www.thrifty.com 
Reservations (800) 847-4389 
Emergency (877) 283-0898 

TRAVEL SERVICES 

>AAA 

www.aaa.com 
aaa.mobi 

Roadside assistance 
(800) 222-4357 
>Expedia 

www.expedia.com 
(800) 397-3342 



> Hotwire 

www.hotwire.com 

(866) 468-9473 

OCS (Overseas Citizens 

Services) traveler's 

hotline (202) 647-5225 

or (888) 407-4747 

After-hours emergencies 

(202) 647-4000 

>Orbitz 

www.orbitz.com 

mobile.orbitz.com 

(888) 656-4546 

>Priceline 

www.priceline.com 

priceline.mobi 

(800) 774-2354 

>Travelocity 

www.travelocity.com 

mobile.travelocity.com 

(888) 872-8356 

HOTELS 

>Candlewood Suites 

www.candlewoodsuites.com 

mobile.candlewoodsuites.com 

(888) 226-3539 

>Chase Suite Hotels 

www.woodfinsuitehotels.com 

(800) 966-3346 

>Choice Hotels International 

(Cambria Suites, Comfort Inn, 

Comfort Suites, Quality Inn, Sleep 

Inn, Clarion, MainStay Suites, 

Suburban Extended Stay Hotel, 

Econo Lodge, and Rodeway Inn) 

www.choicehotels.com 

(877) 424-6423 

>Courtyard Hotels 

www.courtyard.com 

courtyard. mobi 

(888)236-2427 

>Crowne Plaza Hotels 

& Resorts 

www.crowneplaza.com 
mobile.crowneplaza.com 
(877)227-6963 
>DoubleTree Hotels 
www.doubletree.com 
doubletree. mobi 
(800) 222-8733 
>Embassy Suites Hotels 
www.embassysuites.com 
embassysuites.mobi 
(800) 362-2779 

>Four Seasons Hotels & Resorts 

www.fourseasons.com 
mobile.fourseasons.com 
(800) 819-5053 

>Hampton Inn Hotels & Suites 

www.hamptoninn.com 
hamptoninn.mobi 
(800) 426-7866 
>Hawthorn Suites 

www. hawthorn . com 
(800) 527-1133 



VHilton Hotels 

www.hilton.com 

hilton.mobi 

(800) 445-8667 

>Holiday Inn 

www.holidayinn.com 

mobile.holidayinn.com 

(888) 465-4329 

>Holiday Inn Express 

www.hiexpress.com 

mobile.hiexpress.com 

(888) 465-4329 

>Homewood Suites 

www.homewoodsuites.com 

homewoodsuites.mobi 

(800) 225-5466 

>Hyatt Hotels & Resorts 

www.hyatt.com 

(888) 591-1234 

TDD (800) 228-9548 

Hyatt Place (888) 492-8847 

Hyatt Summerfield Suites 

(866) 974-9288 

>Marriott 

www.marriott.com 

marriott.mobi 

(888)236-2427 

>Park Plaza 

www.parkplaza.com 

(800) 777-1700 

>Radisson Hotels 

& Resorts 

www. rad isson . com 

(888)201-1718 

>Ramada Worldwide 

www.ramada.com 

(800)272-6232 

^Renaissance Hotels 

& Resorts 

www.renaissancehotel.com 
(888) 236-2427 
^Residence Inn by Marriott 
www.residenceinn.com 
residenceinn.mobi 
(888)236-2427 
VRitz-Carlton Hotels 
& Resorts 

www.ritzcarlton.com 
(800) 542-8680 
>Sheraton Hotels 
& Resorts 

www.sheraton.com 

(800) 325-3535 

>Staybridge Suites 

www.staybridge.com 

mobile.staybridge.com 

(877) 238-8889 

>Westin Hotels & Resorts 

www.westin.com 

(800) 937-8461 

>Wingate Inns 

www.wingatehotels.com 

(800) 228-1000 

>Wyndham Hotels & Resorts 

www.wyndham.com 

(877) 999-3223 
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HAPPY TRAILS 



Intriguing Gear, New & Around The Bend 




SAMSUNG RELEASES ITS 
FIRST ANDROID 4.0 DEVICE 

>* It's only been a few months since Android an- 
nounced its 4.0 platform (aka Ice Cream Sandwich), 
and devices sporting the new OS are starting to arrive 
in the U.S. Samsung's Galaxy Nexus is one of the first 
4G LTE (Long Term Evolution) smartphones with 
Android 4.0 preinstalled, but there's much more to 
the phone than just an OS upgrade. 

The Galaxy Nexus sports a 4.65-inch Super AMOLED 
touchscreen with a curved display. It also has 32GB 
of built-in memory, 1GB of RAM, a 5MP rear-facing 
camera with auto focus and LED flash, and a 1.3MP 
front-facing camera. The smartphone has a few truly 
unique features, as well. You can share data from the 
phone with your friends using the Android Beam, as 
long as you both have NFC-capable phones. You can 
also unlock the device using the phone's facial recog- 
nition technology by simply looking into the smart- 
phone's front-facing camera. Samsung's first Android 
4.0 smartphone is available on the Verizon network 
for $299.99 with a two-year contract. 



GINGERBREAD SMARTPHONE 
WITH FULL SLIDE-OUT KEYBOARD 

>- It's common for the newest smartphones to 
be touchscreen-only, but Samsung isn't forget- 
ting about users who prefer the feel and accuracy 
of a physical keyboard. That's why it built the 
Samsung Captivate Glide with a full QWERTY 
slide-out keyboard and a 4-inch Super AMOLED 
touchscreen display. The phone also has all the 
features of Android 2.3 (aka Gingerbread), a 
1GHz dual-core processor, 1GB of RAM, and 
8GB of internal memory that is expandable with 
a microSD card. You can record video via the 
8MP rear-facing camera or video chat using 
the 1.3MP front-facing camera. The Captivate 
Glide is compatible with AT&T's 4G network 
and features what Google and Samsung call the 
"Complete Google Experience," meaning the 
phone comes packed with Google Talk, Google 
Maps and Navigation, Gmail, and other Google 
Mobile Services. The Samsung Captivate Glide 
is $149.99 with a two-year contract. 
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LIENWARE LAPTOP CASES. 
RLDS AWAY FROM ORDINAR 

Alienware cases by Mobile Edge. 
All the edge you need! 




frij's 



ith all the space you need to carry your Alienware laptop, cell phone, mouse, 
ntrollers and other accessories, you'll never be stuck without the essentials 
hat keep you in the game. And you'll look good hauling it around. 



The Alienware cases - make your statement, and keep your laptop saf 
t the same time. It's the ultimate mix of form, function, style 
and protection. 

Alienware cases by Mobile Edge. All the edge you need! 



mm \j 3DG£ 

J A ■ i 



I www.mobileedge.com/PCToday 

1 Mobile Edge, inc. All trademarks and registered trademarks are ih&property of their respective owners. All rights reserved 

©201 1 Alter Wre Corporation. Alienware, the Alienware logCTand other Alienware trademarks* service marks, 
graphics, and logos are trademarks or registered trademarks of Alienware, Inc 



Certified Piedmontese Beef 



Now you can have your beef and eat it too... Guilt-free. 



Unlike conventional beef, 
Certified Piedmontese doesn't 
need fat to be tender. Instead, 
it's naturally lean, naturally 
tender— so you get all the taste 
and tenderness you love, but 
less of the fat you don't need. 




Filet Mignon 

The leanest and most tender cut of beef, 
the filet is often called "the king of steaks," 
and with good reason. 
Four 8-oz: $55.95 



New York Strip 

A perfect balance of marbling and 
tenderness makes this steak widely 
appealing to a variety of tastes. 
Four 8-oz: $39.95 




Sirloin Filet 

You won't believe it's not tenderloin: 
Becauseof the extra lean and tender 
characteristics of Piedmontese beef, this cut 
closely resembles tenderloin, but at a fraction 
of the price. 
Four 8-oz: $31.95 



Cowboy Cut Ribeye 

Like the boneless ribeye, a flavorful, tender 
steak, but with the taste accentuated by the 
added flavor of the bone-in. 
Two 20-oz: $47.95 



Boneless Ribeye 

The natural leanness of Certified 
Piedmontese makes this a flavorful steak 
with a melt-in-your-mouth tenderness, but 
without the guilt of a traditional ribeye. 
Four 10-oz: $49.95 




Boneless Strip Loin Roast 

Like the New York strip steaks that come from 
this roast, this cut balances marbling and 
tenderness, making it a guaranteed crowd- 
pleaser. Can also be cut into steaks of varying 
sizes, depending on family or guest preferences. 
One 80-oz: $98.95 




Standing Rib Roast 

The prime rib is known for its buttery 
flavor and tenderness, and a Certified 
Piedmontese standing rib roast delivers on 
both counts. 
One 80-oz: $93.95 




Tenderloin Roast 

Lean and tender, this roast is easy to 
prepare and will easily take on your 
favorite flavors and seasonings. 
Two 32-oz: $111.95 



Gift Box Collections 



Elite 



$80.95 Premium 125.95 Supreme $196.95 Prestige $203.95 



2 10-oz Sirloin Filet 
2 16 -oz Bavette Steak 
2 16-oz Flank Steak 
1 16-oz 85% Ground Beef 



3 20-oz Cowboy Cut Ri 

4 8-oz Filet Mignon 



1 32-oz Tenderloin Roast 
4 12-oz New York Strip 
4 10-oz Boneless Rib eye 
1 32-oz Sirloin Roast 



4 10-oz Boneless Ribeye 
4 12-oz New York Strip 
4 10-oz Sirloin Filet 
4 8-oz Filet Mignon 





Brisket Flat 

Great for summer barbecue or the smoker, 
a Certified Piedmontese brisket is also 
perfect for the oven or slow cooker. 
One 48-oz: $37.95 



Eye of Round Roast 

Flavorful and normally cut thin, an eye of 
round roast is a good value and is excellent 
braised or prepared in the slow cooker 
One 64-oz: $49.95 



Sirloin Roast 

Lean and tender, the sirloin roast, like the 
tenderloin, takes on flavors extremely well and 
can feed a large group at a reasonable cost. 
One 32-oz: $31.95 




Bavette Steak 

Similar to a flank steak, the lesser-known 
bavette is a great value, and a Piedmontese 
bavette is so tender that it's suitable for a 
variety of preparations. 
Two 16-oz: $26.95 



Beef Kabobs 

Lean and juicy, these are guaranteed to be 
the most tender and tastiest kabobs you've 
ever eaten. 
Three 16-oz: $21.95 



Tenderloin Tips 

Think of these as bite-sized filet mignons: 
Juicy, flavorful, and buttery tender. Goes well 
with anything, but especially with pasta. 
Three 16-oz: $51.95 




Flank Steak 

The long and flat flank steak is great for 
ethnic dishes; unlike some conventional 
flank steaks, a Piedmontese flank steak is 
tender enough to prepare using a variety of 
cooking methods. 
Three 16-oz: $44.95 



Stew Meat 

Certified Piedmontese stew meat is allnatural 
and makes for a rich and hearty addition 
to any stew or soup. The perfect meal for 
warming up those cold winter nights. 
Three 16-oz: $21.95 



85% Lean Ground 

The wonderful taste and succulent texture 
of all-natural Piedmontese ground beef, 
ground to 85% lean to create a consistently 
rich, meaty flavor. Perfect for grilling or 
broiling. 

Three 16-oz: $18.95 



For more details and ordering information, go to www.piedmontese.com. 



Certified Piedmontese Beef 



Delicious Nutrition, Now Available Online 



Certified Piedmontese beef tastes great: lean and tender, juicy and delicious. But there's more to it than just tasting 
good. Certified Piedmontese is also low in fat, low in cholesterol, and low in calories. At the same time, it's protein- 
rich and high in omega fatty acids— the kind that your body needs in order to stay strong and healthy. With Certified 
Piedmontese, you get all the taste and tenderness without all the fat. 




Nutritional Comparison 



Serving Size 
3.5 Ounces 


Certified 
Piedmontese 
New York Strip 


Traditional 
NY Strip 
(all grades) 


Traditional 
NY Strip 
USDA Choice 


Traditional 
NY Strip 
USDA Prime 


Certified 
Piedmontese 
Eye of Round 


Traditional 
Eye of Round 


Pork 

(composite) 


Chicken 
(skinless) 


Turkey 


Calories 


160 


228 


232 


281 


106 


166 


211 


119 


120 


Total Fat (g) 


9.54 


15.49 


15.95 


22.17 


2.75 


8.24 


14.79 


3.08 


2.86 


Saturated Fat (g) 


4.22 


6.251 


6.435 


9.08 


1.11 


3.245 


4.9 


0.79 


0.95 


Cholesterol (mg) 


38.5 


81 


82 


67 


42 


68 


69 


70 


65 


Protein (g) 


18.67 


20.61 


20.63 


19 


19.81 


21.49 


18.22 


21.39 


21.77 


Shear Force (kg) 


2.84 


5.2 


Pending 


Pending 


3.2 


4.73 


N/A 


N/A 


N/A 























Now buy online at www.piedmontese.com. 



